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Abstract— Inverter-based electric drive systems (EDSs) in elec- CNN Convolutional neural network.
tric vehicles (EVs) are susceptible to various common cyber LSTM Long short-term memory.
and physical anomalies (CPAs), such as cyberattacks (CAs) DoS

Denial of service.
and open-circuit faults (OCFs) in power switches. Most existing

data-driven diagnostic schemes for motor drives solely rely on SS Slngle switch. .
residual and three-phase output current signals and are prone SDS Series-double switch.
to misclassification due to overlapping data features associated CDS Cross-double switch.
with these anomalies. Moreover, these methods concentrate on PDS Parallel-double switch.

detecting either CAs or OCFs independently, lacking a unified CAN

Controller area network.
approach that can be universally applied to both types of

anomalies. Therefore, in this work, a physics-informed machine FDI F?lse dgta injection.

learning (PIML) approach is proposed, which can effectively FOC Field-oriented control.

distinguish between CAs and OCFs in EDS. In this regard, the = NPC Neutral point clamped.

unique features associated with stator current, resulting from PEC Power electronics.

various CPAs, are used to estimate the stator voltage charac- VCRP Voltage current and reactive power.

teristics through a synchronous motor mathematical model. The

proposed voltage-based features characterizing better correlation IPMSM  Interior permanent magnet synchronous motor.

via distinctive EDS transients in response to these anomalies are IVCN In-vehicle communication network.
further used as the system’s prior information by a machine RNN Recurrent neural network.
learning (ML) classifier. Moreover, active thermal management FNN Feedforward neural network.

(ATM)-based model predictive control (MPC) is utilized in the EMT

Electrical mechanical and thermal.
control layer due to its benefits in device-level thermal cycling

and power quality. In addition, various variations in electrical, CA Cybera}ttack.

mechanical, and thermal characteristics due to CPAs in EDS LIN Local interconnect network.
have also been analyzed. The presented approach is evaluated UDP User datagram protocol.

for the US06 standard drive cycle in real time via controller- MTPA Maximum torque per ampere.

hardware-in-the-loop (CHIL) experiment for various case study OCF

Open-circuit fault.
scenarios, resulting in a classification accuracy of 98.92%. p

CPA Cyber and physical anomaly.
Index Terms— Active thermal management (ATM)-based EV Electric vehicle.
model predictive control (MPC), cyberattacks (CAs), electric ECU

. . . 0 Electroni trol unit.
drive system (EDS), physical fault detection, physics-informed ectronic controt unt

machine learning (PIML). EDS Elec.:trlc drive system.
ATM Active thermal management.
NOMENCLATURE MPC Model predictive control.
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At Learning rate.

Tge Detection time.

T4 Window-size delay.

Témpe  Computational delay.

T Communication delay.

0, IPMSM rotor position angle.

Ter Current sensor fault trigger.

E(t) Current sensor energy consumption.
Eated Current sensor rated energy consumption.
Ein Minimum energy threshold.
QLZ’_"‘6 Gate drive signals for S;—Ss.

A CAs’ intensity vector.

x(t) EDS’s compromised signals
instantaneous values.

fen Time duration of CAs.

lag dg-axis feedback IPMSM current.

Vdg dg-axis feedback IPMSM voltage.

I 2’; dg-axis reference current.

T, Electromagnetic IPMSM rotor torque.

I. INTRODUCTION

N RECENT years, the automotive sector has seen an

unprecedented digital transformation toward a closely
connected Internet of Things (IoT)-based infrastructure. There-
fore, automobiles have evolved from conventional confined
systems to software-defined vehicles with better connectivity,
coordination, and flexibility. However, these loT-based modern
mobility applications also highlight the security and privacy
concerns, subject to vulnerabilities of CAN bus toward CAs
for various safety-critical EV systems. According to the Global
Automotive Cybersecurity Report 2023, 14% of CAs were
instigated on ECUs and 35% of CAs were instigated on
telematics and application servers in 2022 [1]. In addition, the
vast communication network linked with ECUs also increases
the attack surface for invaders. A compromised EDS, resulting
from a data-integrity attack, can give rise to fluctuations
in feedback and reference signals in cyber layer [2] while
severely impacting the traction control stability and endanger-
ing the occupant’s safety. In this regard, the cyber—physical
security of modern EV PEC systems, in the context of impact
analysis and EV’s vulnerability under various CAs, has been
presented in [3] and [4].

Furthermore, apart from EDS vulnerability to CAs, Julian
and Oriti [5] and Klug and Griggs [6] highlight the reliability
of multiple subsequent components of EDS in terms of failure
rate. These findings indicate that the Hall effect current sensor
has the highest reliability, ranging from 400 to 2000 FIT
(1 FIT = 1 failure within 10° h), while the power converter
is the least reliable component in EDS, with its reliability
ranging from 1000 to 70000 FIT. Therefore, power con-
verters are considered in this study from a physical fault
perspective. Notably, within the power converter, the power
switches are the most susceptible element, particularly prone
to the common OCFs that account for up to 38% of total
inverter faults [7]. These faults pose significant challenges to
a sustained system operation by causing extreme mechani-
cal vibrations, electromagnetic torque distortions, and current
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fluctuations. Hence, various substantial methods, classified as
model-based and data-driven strategies, for detecting OCFs
and CAs are presented in the literature to ensure a reliable,
safe, and continuous operation of EDS.

The model-based methods require an explicit system model,
where the predicted values are obtained via a linear dynamic
system-based state estimation model and compared with mea-
sured outputs to reflect the presence of a CA [8], [9], [10].
In this context, a state observer-based approach is presented
in [11] to detect cyber—physical attacks in EV’s lateral sta-
bility control system and motor drive. In addition, a novel
index-based matrix approach for performance degradation
quantification of the motor drive is presented, which is fur-
ther used for CA detection [4], [11]. Similarly, model-based
schemes are also extensively being used for OCF diagnosis,
using observer-based methods [12], parity equations [13], and
state estimation schemes [14] to formulate an explicit math-
ematical model of the system, which can be further used to
estimate system’s state values. The model-based schemes offer
a relatively fast diagnosis without any additional hardware.
However, these methods are not preferred due to the high
dependence on the accuracy of the system model, which can
lead to problems associated with modeling complexity and
parameter uncertainties in the working environment.

On the other hand, data-driven approaches can be applied to
time-varying and complex nonlinear systems without relying
on the system’s model, pre-tuned thresholds, and load patterns.
The limitation of data scarcity associated with this approach
can be addressed by collecting the system’s data in different
operating conditions using reliable real-time simulators such
as OPAL-RT, Typhoon, and Speedgoat. Moreover, transfer-
learned models can also be adapted for limited experimental
data while achieving satisfactory accuracy [15]. Furthermore,
compared to the sturdy algorithms of model-based methods,
data-driven schemes exhibit superior generalization perfor-
mance, making this approach suitable for diagnosing various
adjacent CPAs in EDS.

In the context of data-driven schemes, an FFT-based method
is applied to EDS’s data for detection and classification
between CAs and traction motor-based physical faults in [16].
Moreover, apart from using frequency-domain features, vari-
ous time-domain statistical features as diagnostic signals can
also be used with a data-driven classifier [17], [18]. In this
regard, a fast detection approach for an EV is demonstrated
in [19], where data features, such as mean, variance, kurto-
sis, and skewness, are extracted from trustworthy time-series
sensor signals of EDS, which are then fed into four different
binary classifiers for CA detection. In [15], a transfer learning-
based scheme is presented, where a CNN is initially trained
by utilizing extensive simulation data of a motor drive system.
After that, the network is fine-tuned with minimal experimen-
tal data by using transfer learning, resulting in outstanding
performance for CA detection. Furthermore, Arsalan et al. [18]
and Guo et al. [20] introduce a PIML approach to distinguish
between normal operation and a CA in EDS. The PIML
approach demonstrates superior performance compared to
purely data-driven and model-based methods [21]. Similarly,
in [22] and [23], CNN-based fault diagnosis methods are
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Fig. 1. Limitations in past studies and the proposed solution.

proposed, where time-domain diagnostic signals are converted
into 2-D images for OCF feature extraction. Moreover, various
signal preprocessing techniques, such as FFT, principle com-
ponent analysis, wavelet packet transform, and FFT+Relief,
are used for input data dimensionality reduction and highly
correlated feature extraction in [24], [25], [26], [27], [28],
and [29]. These methodologies further utilize random vector
functional link, Bayesian networks, multiclass relevance vector
machine, LSTM, and extreme learning machine-based RVFL
for OCF diagnosis in power converters.

A. Contributions

To the best of our knowledge, in all of the previously
published research, the CAs and OCFs diagnosis algorithms
are proposed independently. In addition, it is important to note
that the input data features used by classifiers for detecting
OCFs and CAs can often be quite similar, particularly in
residual-based diagnostic schemes such as those discussed
in [11], [20], [36], and [37]. However, for effective multiclass
classification, heterogeneity in the input dataset is a key
characteristic that must be considered. In addition, for methods
that primarily analyze current signals for OCF diagnosis [24],
[38], [39], DoS-based CAs can readily mimic the behavior of
SDS-OCEF, leading to potential misdiagnosis of these atypical
events. Thus, current schemes are vulnerable due to their
inability to distinguish between OCFs and CAs within an
EDS. This, in return, can mislead the controller into imple-
menting incorrect mitigation responses, as illustrated in Fig. 1.
To address this issue, we propose a unified PIML-based online
diagnosis scheme that is designed to simultaneously detect and
accurately distinguish between OCFs related to power switches
and common CAs in EDS. Furthermore, to emphasize the
contributions of this article, Table I presents a comparative
analysis of several previous studies, including their limitations
and practical implications. Moreover, the contributions of this
study can also be summarized as follows.

1) A new feature extraction dataset, based on the mag-
nitude of stator voltages in the dg-axis of the EDS,
is introduced. This dataset offers distinct characteristics
associated with the OCFs and CAs being tested, thereby
providing valuable prior information to a machine learn-
ing (ML) classifier for the detection and classification of
CPAs. As a result, it enhances the ability to accurately
respond and mitigate the effects of CAs or OCFs.

2) This study investigates the impact of various single and
double-switch OCFs in the power converter, along with
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CAs such as FDI and DoS attacks targeting the feedback
and reference signals of the EDS controller, on the
electrical, mechanical, and thermal characteristics of the
EDS. Notably, the analysis of thermal characteristics,
in particular, represents a novel aspect that has not been
previously explored in the existing literature.

3) The offline classification accuracy of the proposed uni-
fied approach for various CPAs is compared with a
conventional residual-based scheme via different ML
classifiers. The suggested approach provides higher effi-
ciency and generalization performance in detecting CAs
and OCF-based physical faults.

4) To substantiate the practical applicability, the proposed
PIML approach is not only validated offline using an
LSTM-based multiclass classifier but also assessed in
real time through a CHIL experimental setup using the
USO06 drive cycle, resulting in an accuracy of 98.92%.

In this article, Section II illustrates the ATM-based MPC
for EDS. Section III comprises disturbance characteriza-
tion in terms of CAs modeling. Section IV describes the
physics-based EDS features and ML algorithm’s architecture.
Section V consists of the real-time simulation results on impact
analysis and CPAs detection via CHIL experiment. Finally,
Section VI consists of the conclusion.

II. ATM-BASED MPC DESIGN FOR MOTOR DRIVE

The structure of a modern EV generally consists of one or
more motors connected with a battery pack, traction inverter,
and various other control components. All system- and
device-level control signals are transmitted via CAN buses,
FlexRay communication, and LIN. Moreover, works [2], [4],
[11], [16], [19], [20], [24] focus on either FOC or traditional
MPC for the control framework. However, the ATM-based
MPC, a promising approach for motor drives due to its
thermal aspects, has yet to be explored. In this regard, MPC is
configured with ATM by coupling power converters’ electrical
and thermal attributes in an objective function, showcasing
an ATM-based MPC control [40]. This ATM-based MPC
approach reduces MOSFETSs’ life degradation and fault occur-
rence rate by considering their junction temperature to obtain
optimal switching states. The traction inverter’s predicted cur-
rent and temperature values for ATM-based MPC control are
illustrated in [41] and [42]. A simplified RC network known
as a lumped parameter thermal network is used to model the
thermal states of semiconductor devices analytically [40]. The
characteristics obtained from the datasheet of the SiC half-
bridge module-Cree/Wolfspeed CAB530M12BM3 (1200 V
and 530 A) are used for the power loss modeling. The detailed
schematic of the ATM-based MPC model for an EDS is shown
in Fig. 2.

III. DISTURBANCE CHARACTERIZATION IN
CYBER AND PHYSICAL LAYERS

This study interprets disturbances as disruptions originating
from CAs and OCFs. In this regard, the associated labels of
each CPA considered in this study are shown in Table II.
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TABLE I
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CHARACTERISTICS AND LIMITATIONS OF PAST STUDIES AND THE PROPOSED APPROACH

Method. Investigated P Tt
cthods fvestigate Qwer. converter Anomalies modes Impact analysis and Diagnosis Limitation/Real-world impact
(Year) system switching control
[16] Dual-motor Field-oriented False data injectif)n éttacks, Impact analysif on 3-phase ' '
. Inter-turn short circuit current, Detection of cyber-attacks | *Physical faults in power
(2022) EV powertrain | control . . .
and motor bearing faults and common physical faults switches caused by OCFs
[19] EV traction Field-oriented . Impact analysis on 3-phase are not differentiated from
R False data injection attacks .
(2021) motor drive control current, Cyber-attacks detection cyber-attacks.
[20] EV traction Field-oriented False data injection and Impact analysis on stator current,
(2020) motor drive control replay attacks Cyber-attacks detection *Existing anomaly detection
[15] Motor drive Field-oriented L Impact analysis on stator current, schemes, when implemented
False data injection attacks R .
(2023) system control Cyber-attacks detection independently, often lead to
Impact analysis 2 te, higher computational and
[11] EV traction Field-oriented Data integrity, replay, I.npacj ANATysIs on yaw rae. . € p.
. sideslip angle, lateral traveling implementation cost. So,
(2020) motor drive control and DoS attacks . . o
distance and torque adopting a unified approach
[4] EV traction Field-oriented . . Impact analysis on speed, current could be more efficient
R Data integrity attacks .
(2019) motor drive control and torque and cost-effective.
L Line-to-line (LL) fault, .
[30] Grid-tied PV Current ' . ( ) ! Impact analysis on stator current,
False data injection attacks . *OCFs and CAs can create
(2022) system controller L. Cyber-attacks detection .
replicating LL faults a homogeneous impact on the
(31] PEC-enabled VCRP control o Impact analysis on stator voltage sy‘ste-m p-arameters, utilized by
loop-based False data injection attacks current and power, Cyber-attacks existing independent anomaly
(2021) PV farm . . . . .
controller detection diagnosis algorithms. This
VCRP control similarity can lead to
[32] Active NPC 1 b. 00:11 " False data injection attacks Impact analysis on 3-phase otentialymisdia nosis
oop-base s s s sis.
(2022) PV converter P J current, Cyber-attacks detection p g
controller
Data integrity and replay . *Since the repair processes
VCRP control I t anal 3-ph:
[33] PEC-enabled ) b COZ o attacks, IGBT open-circuit, ml}zac ana y51st on q phase for major anomalies like CAs
oop-base voltage, current and power, . -
(2023) PV farm P line-to-line and line-to- g 'p and OCFs differ significantly,
controller Cyber-attacks detection . .
ground faults inaccurate system state diagn-
34] PMSM motor Single switch OCFs, Impact analysis on 3-phase os.is. Cal'l result in inappr'opriate
(2023) dri ) Vector control 0 hase fault current, OCF and Open phase mitigation response. This can
rive system en phase faults .
Ve Sys pen p 4 faults detected and distinguished lead to performance degradation,
[35] PMSM motor Vector control Single and double switch Impact analysis on stator current, unnecessary shutdowns, and
(2023) drive system OCFs fault detection and localization potential equipment damage.
[24] Induction Single and double Impact analysis on 3-phase
(2020) motor drive Vector control switch OCFs, Current current, OCF and sensor fault
system sensor faults detected and distinguished
False data injection *Impact analysis on stator current, stator voltage, speed, torque
This EV electric | ATM-based ) Jection, pact ana’y ’ vorrage, speed, forque,
work drive system MPC Denial of service, single and the junction temperature of power switches.
¥ and double switch OCFs *Detection and Differentiation between cyber-attacks and OCFs.
F———————————- Physical Part (Plant) - — — — — — — — — — — — — —
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-, - — - . il . | Driver

A. CA Modeling

For vehicle cyber—physical security, the IVCN, ECU, and
EDS are assumed to be vulnerable to external intrusions. Once
the IVCN is hijacked, an attacker can easily superposition the
false data with normal data on a high-speed EDS CAN bus
(125 Kb/s—1 Mb/s). One of the most common CAs targeting
EDS in most of the past studies is FDI and DoS attacks [2], [4],
[11], [15], [16], [19], [20], [43]. Moreover, while evaluating
the vulnerability of EDS to CAs, it is notable that the reference

Schematic of IPMSM motor drive with the vulnerable points toward CPAs.

input and feedback signals are directly associated with the
IVCN, making them more susceptible to anomalies [44].
Therefore, in this context, CAs are specifically conducted on
Io, Ip, I, @), and Tl for different case study scenarios.
It is assumed that the attacker sniffed the arbitration IDs and
byte numbers for these EDS’s signals. Therefore, in each
type of attack, the adversary can jeopardize the integrity of
these standard operational signals by hijacking the CAN bus.
Moreover, the signals affected by FDI and DoS attacks can be
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TABLE II
DEFINITION AND LABELING OF CPAS IN EDS
Operational Modes Categories of CPAs Target Signals No.s Label
SS-OCF (S1); (S2); (S3); (S4); (S5); (S6) 1-6
Open Circuit Faults in MOSFETSs [24] SDS-OCK (51, 52); (83, S4); (53, 56) 79 1
CDS-OCF (S1, S4); (S2, S3); (83, S6); (S4, S5); (S1, S6); (82, S5) 10-15
PDS-OCF (S1, S3); (S2, S4); (83, S5); (S4, S6); (S1, S5); (82, S6) 16-21
FDI [20] (Ia); (Ib); (Ic); (Ia, Ib); (Ib, Ic); (Ia, Ic); (Ia, Ib, Ic) 22-56
A={-0.75,-12,1.2,2,5) | (TTS7 : (wiel) 57-66
- k ED 3 l pmsm 2
Cyber-attacks on EDS Signals N (Ta); (Ib); (Ic); (Ia, Ib); (Ib, Ic); (Ia, Ic); (Ia, Ib, Ic) 6773
DoS: A= {0} TeF X Tef 7475
( ipmsm)’ (wm?”) -
Normal Operation 0
enerically expressed as follows [20]: " .
& y eXp [20] H D1 83|l $D3 s3] §D5 2 }j D1 83|t £D3 s5r4 £Ds
- - - ol ¢t ol 1=+
S AOx(t), fortet, g, gl
X = - . (1) — N A B
x(1), otherwise ! '
C2—— 2 ::\
5 . . D2 s4]i4; % D4 6]t % D6 s2| D2 s4|iy £D4 S6 D6
where X indicates the vector of compromised EDS signals,

tempered at different sampling instants and intensity values,
formulated by using different values for different EDS signals,
as listed in Table II.

B. OCF Modeling

Each phase of a two-level, three-phase inverter consists of
two power transistors S; and two antiparallel diodes D;. The
upper switch and lower diode can only conduct the positive
current into machine winding, whereas the negative current can
only flow through the upper diode and lower switch. Therefore,
when there is an OCF in upper switch S}, I, will no longer
have the positive current, and for OCF in S,, I, will have
no negative current component [24]. Moreover, the OCFs for
the single and double switches can be categorized as SS-OCF,
SDS-OCF, CDS-OCF, and PDS-OCEF, as depicted in Fig. 3.
In addition, to model/simulate these OCF, the gating signal of
the associated power switches is turned to zero [24] as follows:

Gs1-s6) = [G1, G2, G3, G4, Gs, Gg]
[0, G,, G3, Gy, G5, Gg], if SS-OCF
Y(Gsiso) = 1 10, G2, G3,0,Gs, Ggl,  if CDS-OCF
G (s1-56)> otherwise

2

where G (si_s¢) represents the gating signal for six power
transistors during the normal operation. Moreover, Y s _s)
indicates the values of gating signals applied to power transis-
tors. Therefore, based on (2), if there is an OCF in S; under the
SS-OCF category, the gating signal applied to S is turned to
zero, whereas during the CDS-OCF scenario, the gating signal
for S; and Sy is turned to zero. Similarly, there are 21 different
OCEF conditions, listed in Table II, that can be modeled.

IV. PROPOSED APPROACH FOR DETECTION AND
CLASSIFICATION BETWEEN CAS AND OCFs

During various normal and abnormal operating conditions
of EDS, the pure-data-driven ML schemes typically illustrate
a constrained diagnosis accuracy due to varying operating

(b)
- = A b
H gl D1 83| §D3 s3li £D5 il D1 83[/ £D3 854 £D5
1= =l c1—
2. ok
—_— ] A B C
I |
Tcz: -
D2 54| s4 D4 56| D6 s2lk D2 s4[i) £ D4 56| D6

(d

Fig. 3. Various OCF modes of inverter. (a) SS-OCFE. (b) SDS-OCF.
(c) CDS-OCF. (d) PDS-OCF.

conditions, nonlinear system dynamics, and weak correla-
tion between input data features and output classes [20].
Therefore, it is always preferred to apply physics-based sig-
nal preprocessing methods on the raw data to better reflect
the integrated nonlinearities of a system by incorporating
the highly correlated data features. This section provides the
mathematical modeling of the physics-based data features used
to classify CA, OCF, and normal operating conditions of an
EDS. The physics-based prior information is further integrated
with an ML network to achieve better classification accuracy,
referred to as the PIML approach. The presented approach
comprises offline training of an ML network and its subsequent
deployment in a target environment for online CPA detection
as well. In this regard, the potential EDS signals used to obtain
the physics-based data features are expressed as follows:

X = [Idv I Iref Iref T T a)fb wref] (3)

d *"%q > ipmsm’
The physics-based data features used in this study are catego-
rized into residual- and nonresidual-based features.

Vg, Vg,

A. Residual-Based Feature Acquisition

The physics-based residual features are derived to achieve
stationarity for the device-level signals, as illustrated in (3).
The preference for these parametric residual values stems
from their characteristic of remaining within a defined range
under diverse operating conditions unless an external/internal
anomaly occurs; hence, they better reflect the system dynamics
relevant to the mission profile of this work. Moreover, X',
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referred to as tracking accuracy associated with 1, I, T,, and
> at each sampling instant (k), is defined as follows:

X0 () = |Lalk] — I3'k]] (4a)
X\ () = |1, [k] — I;K]| (4b)
Xm0 = | 1k] — o [K]| (40)
f
ref Tlginsm [k]‘
Xr(Te) (k) = of . (4d)
Tt l1] + 1

Equation (4) represents the relative error of each corresponding
feedback signal with respect to its reference value, with p as a
nonnegative auxiliary variable for the case when the reference
torque turns zero. Moreover, the estimated torque value and
mechanical rotor speed can be calculated as follows [45]:

Tk = P[¢m 1,0k + (La — L) LK, K]] 5)
\D T,
onlk] = = =0plk = 11+ S (Tlk = 1] = Tilk — 1)
(©6)

where P is the number of pole pairs, ¢, is the permanent
magnet flux linkage, Ly and L, are the inductance values in
the dg-axis, J is the rotor inertia, D is the mechanical friction
coefficient, Ty is the sampling time, and 7; is the load torque.
The parameters described in (4) exhibit continuous or gradual
variations during normal driving conditions, hence resulting in
residual values with no abrupt response. However, in the case
of detecting various abnormalities related to OCFs and CAs
in EDS, these residual features illustrate a sudden response,
as depicted in Fig. 4, thereby improving the classifier’s perfor-
mance in identifying abnormal conditions [20]. In Fig. 4, the
sequence of CPAs instigated in the EDS is given in Table III.
These residual-based signals mostly depict a positive corre-
lation irrespective of various anomalies, some characterized
by indistinguishable transients. In addition, when the original
signals (I, and Tlrerﬂqm) are increased by only 25% using an
FDI-based CA, the re51dua1-based features illustrate either no
or very minimal response, where the residual-based detection
scheme may also fail. Therefore, a model-based or data-driven
classifier, solely modeled based on these residual-based param-
eters to identify either CAs in EDS or OCFs in power switches

n [20] and [36], respectively, may fail to differentiate
between these anomalies due to inadequate or homogeneous
input data feature dynamics, thereby causing the misinterpre-
tation of the system’s operational states. Hence, it is crucial to
introduce unique physics-based EDS features corresponding
to CAs and OCFs reflecting distinctive system transients,
increasing the ML classifier’s generalization capabilities and
reliability.

B. Nonresidual Feature Acquisition

The dynamic mathematical model of IPMSM in the syn-
chronous rotating frame of reference is given as follows:

dly
vy = RI; + Ld? + a)eLqu (7
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TABLE IIT
CPAS’ SEQUENCE FOR FIGS. 4 AND 7: A = {—0.75, —1.2, 1.2, 5}
OCFs CAs (Iype) CAs (wy;)) | CAs (1] )
FDI: {24; 26; 28;
{1; 2,7, 31 3{3. 35 38: 40 FDI: {57; 58; | FDI: {62; 63;
S (S RE 56’} | 59; 61) 64; 66}
16; 17 T DoS: {74 DoS: {7
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Fig. 4. Residual-based parameter’s dynamics: 1000 r/min and 100 Nm.

400
200
0
-200

Vv, (V)

<
c
®

>

05 895

400
200
0
-200

(AW

-500

8.95

— 400
2
8 200

0 -400
8.95 .05 8.95 9 9.05
200
400
~ 0 P
< < 200
o o
— -200 -
0
-400
8.95 9 9.05 8.95 9 9.05
Time (s) Time (s)

Fig. 5. Nonresidual-based parameter dynamics for SDS-OCF {7}: 1000 r/min
and 100 Nm.

di,
Vg = qu + Lq? + a)ngId + a)e¢m (8)
Vil = Vi + V2 ©)

where R is the winding resistance, w, is electrical rotor speed
in rad/s, and |V, is defined as the nonresidual physics-based
feature of EDS. Moreover, (7) and (8) also account for the rate
of change of /; and I, which is important while distinguishing
CAs and OCFs. The stator voltage values (v and v,) of
IPMSM are calculated based on the estimated stator current
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Fig. 6. Nonresidual-based parameter dynamics for CAs. (a) FDI-CA {52} and (b) DoS-CA {69}: 1000 r/min and 100 Nm.

values; thus, no additional voltage sensor is required. The
vy voltage component establishes the magnetic flux aligned
with the permanent magnet’s magnetic field. Meanwhile, v,
produces a magnetic field perpendicular to the rotor’s field.
During normal operation under varying load conditions, the
magnitude of these stator voltage components always remains
balanced and within a specific boundary (£2V,./3). However,
during an OCF, the phase-to-neutral voltage drops to either
+ Ve /2 or —Vy./2, as the power switch in an associated phase
can no longer connect to dc-link voltage. Hence, 1; and I, start
reducing to zero and are out of phase as one of the switches
can no longer conduct, causing v; and v, to become zero at
specific OCF instances and hence resulting in the stator voltage
magnitude to fluctuate between zero and 2V;./3, as evident in
Fig. 5. Moreover, the variations in phase-to-neutral voltage
due to disrupted getting signals are also illustrated in Fig. 5.
Moreover, CAs result in similar fluctuations in I; and I, but
are in phase as each switch is actually conducting, thereby
producing values even higher values than 2V,./3 for stator
voltage magnitude because the direct and quadrature voltage
components are no longer constraints in +2Vy./3 boundary,
as illustrated in Fig. 6. In addition, an upper bound denoted as
Vg 1s assumed for stator voltage magnitude to standardize its
maximum values for CAs of different intensities. Moreover,
the phase-to-neutral voltage remains unaffected for attacks
considered in Fig. 6. Furthermore, if we compare the results,
when a DoS attack is trying to replicate the impact of
SDS-OCEF, residual features (X;‘zfq)) for this case are indistin-
guishable. However, nonresidual dg voltage components and
stator voltage magnitude waveform in Fig. 5 with Fig. 6(b)
illustrate a significant difference. In addition, the dynamics

of the stator voltage magnitude for multiple CPAs listed in
Table III are also shown in Fig. 7, showing that every OCF
always illustrates a negative variance with its values never
exceeding 2Vy./3. This also highlights the versatility of the
proposed scheme from a data scarcity perspective, as there
is no need to generate redundant data for various CPAs.
Meanwhile, CAs on feedback signals of three-phase output
current exhibit both positive and negative variance, producing
distinguishable system dynamics. Finally, the rectified linear
unit (ReL.U)-based activation function logic is modified further
to refine the stator voltage magnitude values for better CPA
detection

+
|W@hLwa)=Im“(@$& thLLm%)
+ . .0
- Vial (10, . ) if 37 2 y(,,, ) > 2Vae/3
(var) |qu|(] 2w Otherwise

(10)

where w; represents the data feature window size. According
to (10), if any of the values in the vy, sliding window size
(wy) exceed 2Vq4./3, then the values lower than 2V, /3 will
be replaced with vg‘;x; otherwise, vy, array will remain
unchanged. Furthermore, comparing Figs. 4 and 7 shows that
the CAs on the controller feedback signals have a higher
impact on the system’s normal operation than the reference
signals. In addition, regarding FDI and DoS attacks on ref-
erence speed and torque, stator voltage magnitude in Fig. 7
displays minimal or no response for these CAs, deducing the
fact that these attacks do not affect the values of direct and
quadrature axis voltage components, as there is no mismatch
in the feedback loop. For these cases, residual-based signals
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Fig. 7. Nonresidual-based parameter’s dynamics: 1000 r/min and 100 Nm.

can be leveraged for CPA detection. Similarly, for the CAs
with very minimal or no residual-based transient, as discussed
in Section IV-A, nonresidual features show promising results
for CPA detection. Hence, using both residual and nonresidual
signals can enhance the detection and classification accuracy
for various CPAs. Therefore, these categorical dynamics are
fed into an ML classification network to distinguish between
CPAs effectively.

C. CPAs’ Detection Using LSTM Classifier

An LSTM is an extended version of an RNN, widely
applied in various domains. In its architecture, the nodes of
the RNN are replaced with a gating mechanism and memory
cells [46], [47], to effectively scale the long-term dependencies
of the data. Moreover, compared to conventional ML schemes,
LSTM is much more effective in capturing temporal patterns
and dynamic features of streaming data, making it particularly
more suitable for the analysis of time-series data. Furthermore,
in [20] and [48], various ML classifiers have been evaluated
for PEC applications, showing that LSTM performs better
compared to support vector machine, decision tree, K -nearest
neighbor, naive Bayes, backpropagation neural network, radial
basis function, and fuzzy neural network.

Moreover, LSTM establishes a definitive correlation among
different time-series input features and better distinguishes
between different system operational states. However, LSTM
is computationally expensive and typically has a longer train-
ing time due to its complex architecture, as shown in Fig. §,
where the forget gate, input, and output gate are used to
solve the vanishing gradient problem in conventional RNN
and FNN. In addition, LSTM first calculates a candidate
cell state CE:) for the given input x( and output from the
previous timestamp h¢_py, at each sampling period by using
c(,) = tanh(my, - h—1) +m$ - x)). The forget gate, input gate,
and output gate are calculated as follows [46]:

fo = O’(m;{ haon +m] 'xm) (11a)
iy =0 (m) - hg_y +mk - xq) (11b)
0w = G(mZ “h-1y +m] ‘x(z)) (11c)

where m'hf, m,{, my, mi, mj, and m¢ are the weights for each

gate. Then, the new cell state ¢, and hidden state h() are
computed by using o = f(r) Qcu—1y +ipn ® Cé,) and h(f) =
o) ® tanh(c()), respectively.

Finally, for the problem of diagnosing CPAs in EDS, the
architecture of the LSTM-based multiclass classifier used in
this study is shown in Fig. 9. The output of the hidden layer
is passed to the output layer, where the softMax activation
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Fig. 9. General neural network architecture for CPAs’ classification.
function is applied to predict the output class labels. The soft-
max function normalizes the output projections to a specific
probability distribution with the total sum of one, which is
defined as

i

pI er”
where y;(n) represents the output from the dense layer’s ith
neuron at n learning sample and n. is the total number of
target classes. Finally, the output from softMax is fed into the
categorical cross-entropy cost function to minimize the error
between predicted labels and ground truth while obtaining the
optimal weights for the hidden layer

min J = H(y,y) = — Zy,- -log(3:)

Softmax(y;(n)) = y; = (12)

13)

where y; and y; represent the true (one-hot encoded) and
the predicted probability of class i, respectively. The negative
sign turns the cross-entropy minimization into a maximization
problem. Finally, Tensorflow is used to build this network with
hyperparameters as follows: batch size = 50, learning rate =
(1 and 5 ms), hidden size = 16, and optimizer = Adam.
Moreover, to estimate the performance of these ML classifiers
for the proposed physics-based features, the classification
accuracy can be defined as

TP + TN
TP + TN + FP + FN
where TP represents true positives, TN represents true neg-
atives, FP represents false positives, and FN represents false
negatives. In addition, precision, recall, and F1-score are also
used to examine the classifier’s performance for each output
class.

Accuracy = (14)

V. REAL-TIME IMPACT ANALYSIS AND
PERFORMANCE EVALUATION

The performance of the proposed CPAs detection approach
is demonstrated through a real-time CHIL platform setup
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CHIL experimental setup for real-time CPAs’ detection.

carried out on an ATM-based MPC EDS, as shown in Fig. 2.
This CHIL experiment aims to illustrate the viability of the
presented framework for real-time applications. Moreover,
Section V-A explains the implementation steps and experi-
mental results for this real-time experiment.

A. System Modeling

The EDS with ATM-based MPC is implemented in
MATLAB/Simulink environment integrated with the real-time
digital simulator, i.e., Opal-RT OP4510. The model is executed
in RT-LAB with real-time hardware synchronization mode.
Moreover, the detailed implementation of EDS in OPAL-RT
is shown in Fig. 10, where the power converter and IPMSM
are simulated in the field-programmable gate array (FPGA)
solver with a sampling time of 210 and 250 ns, respectively.
The controller is implemented in the CPU of OPAL-RT with
a sampling rate of 25 pus. The CPAs are instigated from
the console subsystem in the real-time EDS Simulink model.
Python-based scripts, such as ML multiclass classifiers, are
implemented on Raspberry Pi 4 model B, which aims to detect
each CPA listed in Table II and described in Section IV. The
OPAL-RT and Raspberry Pi are linked via UDP. The real-time
values of residual and nonresidual features from the control
layer of the EDS model (i.e., OPAL-RT) are transmitted to
Raspberry Pi, where an ML-based detection algorithm runs
to predict output class labels based on Table II. Finally,
depending upon the predicted label, a CPA detection signal
is also sent back to the OPAL-RT for data monitoring on
the oscilloscope. The detailed layout of the proposed CHIL
experimental setup is shown in Fig. 11.

B. Real-Time Impact Analysis of CPAs on EDS Parameters

In this section, various CPAs, such as OCFs, FDI, and DoS
attacks, are instigated sequentially, as listed in Table III, for
detailed impact analysis on different EMT signals of the EDS.
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Fig. 12. Impact analysis of various CPAs on the three-phase output current:

blue (Phase-A), red (Phase-B), and yellow (Phase-C). (a) OCFs {1, 7, 10,
16}. (b) FDI-CA {24}. (c) FDI-CA {52}.

1) CPAs Impact on Three-Phase Output Current: Multiple
OCFs are simulated by manipulating the gate drive’s switching
signals, i.e., turning the gating signal of the associated power
switch to zero. The impact of each category of OCFs, listed
in Table II, on the three-phase output current is illustrated
in Fig. 12(a). It shows that the OCF in the upper switch of
a phase results in its zero positive current, and an OCF in
a lower switch turns the negative current of the respective
phase to zero. In addition, in the case of SDS-OCF, the
overall current of the associated phase becomes zero while
increasing the peak-to-peak current for the remaining phases,
varying the phase shift from 120° to 180°, and impacting the
IPMSM speed as well. This indicates that OCF-based physical
faults impact not only the amplitude of stator current but also
frequency and phase, which can be further analyzed by using
the FFT analysis. Moreover, these current signals can also
be tempered by a smart attacker hijacking the CAN or LIN
communication framework associated with the current sensor
block. In this context, Fig. 12(b) and (c) shows the impact of
FDI-based CA on three-phase output current, showing that the
FDI attack with A < 0 has a more severe impact compared
to the case where A > 0. These FDI-based CAs cause the
magnitude values of I; and I,, feeding into the controller,
to vary while disrupting the controller’s MPC algorithm to
produce distinct impacts on IPMSM stator currents.

2) CPAs Impact on dq-Axis Stator Current, Speed, and
Torque: CPAs can interfere with the EDS’s normal opera-
tion at different levels. However, it is not always true that
OCF-based physical faults have a higher impact than CAs.
Therefore, to investigate EDS response further, multiple CPAs
listed in Table III are instigated sequentially. In this regard,
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Fig. 13. Impact analysis of various CPAs (following Table III sequence).
(a) Electrical parameters. (b) Mechanical parameters.

Fig. 13 shows that the FDI-based CAs with A <= 0 are among
the high-intensity attacks. Moreover, for the FDI-based CAs,
where the values for I,,. and Ti;fnflsm are increased by only
25%, there is no substantial impact on either the electrical or
mechanical parameters of EDS. The same can also be seen
in residual-based features, as shown in Fig. 4. Furthermore,
in the case of OCFs, PDS-OCF seems to have the highest
impact among other categories of OCFs. In addition, FDI
and DoS-based CAs on Ti;fnflsm do not have a major impact
on the EDS performance. However, these types of attacks
can indirectly impact the discharging and degradation rate of
the battery by exerting high load torque values, which can
be a promising area of research to explore. As the electrical
properties of the EDS transfer the same effect on mechanical
characteristics, the impact analysis implications are the same
for each CPA discussed above. Moreover, these CPAs also
impact the IPMSM speed, showing that EDS fundamental fre-
quency can also be influenced via these anomalies. Therefore,
a detailed harmonic analysis of these waveforms via FFT or
wavelet analysis can also be done in the frequency domain
for harmonics-based CA detection and classification, which is
part of our future work.

3) CPAs’ Impact on MOSFET’s Junction Temperature: In
this study, the variations in the stator currents due to various
CPAs are reflected in the form of varying conduction losses in
the power switch and antiparallel diode, which are further used
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Fig. 14. Impact analysis on the junction temperature of each MOSFET for

various OCFs.

to calculate the junction temperature (7;) of each MOSFET.
In this regard, the ambient temperature is considered to be
49 °C, and for the reference speed of 1000 r/min and the
load torque of 100 Nm, T; increases to 65 °C during regular
operation of the inverter. Moreover, Fig. 14 shows the nor-
malized values of T; associated with each MOSFET under
various categories of OCFs in EDS. In the case of SS-OCF,
the impact on 7; of the switch under fault is not much
because the conduction losses of the associated antiparallel
diode have increased due to higher negative or positive half
current. However, the losses in at least two of the MOSFETSs
in the remaining phases have risen due to high phase current,
hence increasing the associated 7. In addition, for SDS-OCF,
T; for both MOSFETs has dropped to ambient temperature,
i.e., almost 75% of the nominal T}, because the associated
phase current has become zero. However, T; for the rest of
MOSFETs has increased in a homogeneous pattern due to their
similar dynamics of stator currents, as shown in Fig. 12(a).
Furthermore, in the case of CDS-OCF, each MOSFET under
fault experiences the highest values of 7; due to increased
stator currents in respective phases. Meanwhile, in the case of
PDS-OCEF illustrated in Fig. 14, one of the MOSFETs in the
nonfaulty phase illustrates the highest 7. These variations in
T; for each MOSFET (S1, S2, ..., $6) during various OCF
categories are listed in Table IV, showing that the CDS-OCFs
and PDS-OCFs cause the highest active and passive thermal
stress on MOSFETs, respectively. Moreover, the MOSFETSs
with the highest T; are also highlighted.

In the case of CAs, the controller’s reference and feed-
back signals are maliciously modified, which in real-world
operation can also further impact each MOSFET’s T;. The
variations in 7T; for these semiconductor devices are propor-
tional to their conduction current. In this regard, the effect of
FDI-based CA (52) on the three-phase stator currents is shown
in Fig. 12. As a result, the output current for phases A and
B is increased, and for phase C, it is reduced. Therefore, T
for MOSFETs in phases A and B is higher than for phase C,
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TABLE IV
THERMAL STRESS ON MOSFETS UNDER VARIOUS CPAS

Operation Junction Temperature (°C) [p.u.]
Modes M1 M2 M3 M4 M5 Mo
SS-OCF (1) 1.02 | 087 | 095 | 1.33 | 092 | 1.21
SS-OCF (2) 087 | 1.02 | 1.33 | 095 | 1.21 | 0.92
SDS-OCF (7) 075 | 075 | 1.37 | 1.35 | 141 | 141
CDS-OCF (10) 1.18 | 091 | 1.03 | 1.65 | 0.99 | 1.20
CDS-OCF (11) 090 | 1.18 | 1.65 | 1.08 | 1.20 | 0.98
PDS-OCF (16) 0.91 1.11 0.91 1.07 1.06 | 2.1
PDS-OCF (17) 1.11 | 091 | 1.05 | 090 | 2.1 1.07
FDI: Ic (52) 1.18 | 1.18 | 1.18 | 1.18 | 0.83 | 0.83
FDI: Ibc (54) 1.01 | 1.01 | 0.88 | 0.88 | 0.88 | 0.88
FDI: Iabc (56) 084 | 0.84 | 0.84 | 0.84 | 0.84 | 0.84
DoS: Ic (69) 098 | 098 | 0.92 | 092 | 1.22 | 1.22
FDI: Ti’;{i_gm 6 [ 192 | 192 | 192 | 192 | 1.92 | 1.92
FDI: w:rff (66) 1.00 | 1.00 | 1.00 | 1.00 | 1.00 | 1.00
TABLE V
NUMBER OF DATA POINTS FOR EACH OUTPUT CLASS
Output Classes (label) No. of Data Points
Normal Operation (0) 55,028
Open Circuit Faults (1) 55,028
Cyber Attacks (2) 55,028

as listed in Table IV. Similarly, when this FDI-based CA is
further extended to phases A and B, their associated stator
currents also reduce, similar to phase C. Therefore, T; is
decreased for all six MOSFETs, as shown for FDI-based
CA (56). On the contrary, for the DoS attack on phase C
current (69), T; increases for M5 and M6 because the CAs
with A <= 0 tend to elevate the phase current. Moreover,
in the case of CA on Tilrfrflsm, the reference torque for EDS
has been increased maliciously, consequently elevating the
three-phase output current evenly and hence increasing 7 for
each MOSFET. Therefore, through this attack, an adversary
can not only rapidly deplete the battery but also escalate the
thermal stress on power switches while potentially resulting
in an OCF. Furthermore, in the scenario of a CA on reference
speed, T; remains unaffected for all MOSFETs because w;‘;’f
solely influences the fundamental period of the three-phase
current, not its magnitude. Hence, this analysis shows that
these CPAs can also impact the device-level characteristics of
an EDS and can result in severe or permanent damage to the
system components.

C. Real-Time Training Data Acquisition

To validate the performance and reliability of the proposed
PIML approach for CPA detection for real-time system dynam-
ics, training data are acquired from the OPAL-RT-based EDS
model illustrated in Fig. 10. Moreover, to realize the real-world
dynamics of reference signals, varying speed and load torque
profiles are employed during the training data acquisition from
the EDS model, as depicted in Fig. 15. Various OCFs and
CAs are instigated sequentially at different instants, ensuring
that each set of normal operation time-series data points is
followed by either an OCF or CA dataset. This approach
allows us to capture the transient response from the onset of
each event. Real-time data for both residual and nonresidual
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Fig. 15. Reference speed and torque profile used for training data acquisition.

TABLE VI
PEARSON CORRELATION COEFFICIENTS FOR THE TRAINING DATASET
EDS Input Output Classes
Data Features Normal Open Circuit  Cyber
Operation Fault Attack
ref
XT(Id) -0.255 -0.122 0.404
xrel -0.386 0.029 0.434
r(Iq)
[Vagl 0.131 -0.778 0.453

EDS features are gathered across all 75 operating modes
(as listed in Table II) and stored in a.mat file using the
Opwrite block in Simulink. The dataset is composed of three
distinct classes: normal operation, OCFs, and CAs. The overall
composition of the training data, including the number of data
points associated with each output class, is detailed in Table V.
The number of data points can vary for each class, reflecting
the rate of occurrence of each operational mode in the simu-
lated environment. However, to achieve an unbiased, accurate,
and reliable model, the dataset is balanced by ensuring an
equal number of data points in each class. The data points
associated with residual features are homogeneous, both within
and across classes. However, the nonresidual features are
homogeneous within each class but heterogeneous among
different classes, hence ensuring consistency within each class
and discrimination among classes. Moreover, the Pearson
correlation coefficients are calculated between each input
feature and the target variable to evaluate the training dataset’s
applicability and to reduce multicollinearity. The features with
the highest Pearson correlation coefficient values relative to
the target variables are listed in Table VI, showing that the
nonresidual feature is strongly correlated with output labels.

D. Offline Training and ML Model Selection

The acquired EDS data are split into training and testing
datasets with a 70:30 ratio. This dataset is subsequently
utilized to train and evaluate various ML networks, includ-
ing FNN, RNN, and LSTM. Moreover, the architecture of
the LSTM-based neural network is already explained in
Section IV. For other ML classifiers, only the first hidden
layer in the LSTM-based network’s architecture is replaced
with a dense layer and RNN, thus transforming it into an
FNN and RNN-based classifier. The training parameters of
these ML networks can directly impact their performance [49].
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(proposed).

In this regard, the batch size, defined as the number of
data samples that the ML model needs to go through before
changing its internal parameters, has a substantial impact
on the training time and model accuracy. The larger batch
size results in fast training but, however, may lead to low
accuracy and overfitting, whereas the smaller batch size can
be computationally expensive but might yield higher accuracy.
Moreover, regarding learning rate, a higher value is typically
preferred as it can lead to faster model convergence; however,
if the value is too high, it can also cause the model to diverge
as well, whereas a smaller learning rate can result in precise
convergence but will require more iterations. Moreover, the
window size (wy) can directly impact the detection time of
the proposed approach, and hence, it is preferred to choose a
smaller window size with higher classification accuracy. These
hyperparameters are optimized to achieve fast convergence,
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(proposed).

TABLE VII
PERFORMANCE EVALUATION OF VARIOUS ML CLASSIFIERS
. Output Ace (%)
ML Classifiers Labels P R F1 [Train, Test]
0 096 | 0.99 | 0.98
FAl\il\i Sms 1 1.00 | 098 | 0.99 | [97.52, 97.40]
2 098 | 095 | 0.97
RNN 0 0.97 | 1.00 | 0.98
At = Ims 1 1.00 | 1.00 | 1.00 | [98.46, 98.43]
ws = 100 2 099 | 0.96 | 0.98
LSTM 0 0.99 | 1.00 | 1.00
At = 5ms 1 1.00 | 1.00 | 1.00 | [99.68, 99.57]
ws = 100 2 1.00 | 0.99 | 1.00

better fitting, and higher accuracy for training and testing
datasets. Moreover, the ML network structures are kept as
simplistic as possible to mitigate the computational as well.
For performance evaluation, Fig. 16 signifies the FNN
classifier’s accuracy rate for two different input datasets while
considering different learning rates for 300 epochs. Notably,
the FNN demonstrates superior classification accuracy for the
proposed EDS’s feature extraction approach at the learning
rate of 5 ms. In addition, Figs. 17 and 18 illustrate the accuracy
of RNN and LSTM-based multiclass classifiers, respectively.
Their performance is evaluated across various window sizes
(wy) and learning rates over 300 epochs, revealing that LSTM
exhibits superior accuracy compared to all other ML classifiers
at wy; = 100. Generally, a shorter feature extraction window
size is favored due to its potential to decrease detection time.
However, this choice may also reduce the ML classifier’s accu-
racy, as evident in Figs. 17 and 18. Finally, the classification
performance metrics, including precision, recall, Fl-score,
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Fig. 19. Precision (red), recall (black), and Fl-score (blue) evolution over the training epochs. (a) FNN. (b) RNN. (c) LSTM.
TABLE VIII TABLE IX
LSTM HYPERPARAMETERS LSTM CLASSIFIER’S ARCHITECTURE

Hyperparameter Value Layers

Number of epochs 300 LSTM(input_size= (100,5), hidden_size=16, num_layers=1,

Learning rate (At) 0.001 batch_first=True, return_sequences = False)

Window size (ws) 100 Dropout(0.2)

Batch size 50 Linear(16, 16)

Input dimensions (100,5) Dropout(0.2)

Number of layers 5 Linear(16, 3)

Activation function ReLU

Optimizer Adam

Weight initialization | 42 to offline testing using the US06 drive cycle. The sequence

Dropout rate 0.2 of various CPAs instigated at different time intervals of this

and accuracy, are used to select the best ML model and
its associated hyperparameters, as summarized in Table VII.
Moreover, the evolution of precision, recall, and F1-score over
the training epochs for the ML model depicted in Table VII
is also illustrated in Fig. 19. Notably, the LSTM-based ML
classifier shows the highest performance metrics values for the
proposed PIML approach. The associated hyperparameters and
architecture of this LSTM network are illustrated in Table VIII
and IX, respectively.

E. CPAs Intensity-1: Offline Diagnosis of CPAs for US06
Drive Cycle

To validate the performance of the proposed PIML approach
using an LSTM-based classifier, the trained model is subjected

drive cycle is presented in Table X. Moreover, the general
layout of the training and validation framework is shown
in Fig. 20. In this case, the intensity of CPAs is regarded
as minimal as only SS-OCFs and FDI-based CAs subjected
to only single-phase output current are considered. However,
as a result of these anomalies, the transients of various
EDS features exhibiting varying amplitudes based on differ-
ent driving conditions are shown in Fig. 21. Most of the
residual-based features indicate a positive variance concerning
different CPAs, which makes it hard for a simple classification
scheme to distinguish between a CA and an OCEF, as discussed
in Section IV. However, the values for the magnitude of
stator current show a positive variance for cyberattacks and
a negative variance for OCFs. To make this proposition more
robust, OCFs are introduced in all six MOSFETsS individually,
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TABLE X
CPAS SEQUENCE FOR US06 DRIVE CYCLE CASE-I (TIME SPAN = 3 s)
No. Target tepa  No. Target tepa
1 S4 24 9 S1, S5 330
2 Ic {A=-0.75} 70 10  Ibc {A=-12} 393
3 wf,ff {A=-1.2} 97 11 Tabc {A= 5} 461
4 Ic {A=0} 112 12 Ia {A=0} 483
5 wf,ff {A=0} 135 13 S1, S4 500
6 S4, S5 164 14 Ia {A= 1.2} 550
7 S3, S4 228 15 w,r,ff {A=2} 575
ref _
8 Tl ., (A5} 292
Neural Network Performance
Proposed o Predicted Evalution
Data Features OO Labels A
Profiles (Training) . =)
R F1
’ A
| (Testing) Ground Truth H
I‘\\‘\"“‘
Fig. 20. Performance evaluation of the ML classifiers.
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Fig. 21. CPAs detection in EDS for US06 drive cycle, offline diagnosis
(Table X).

along with CAs of different intensities, on various time
stamps and randomly. Hence, the performance of the proposed
PIML-based CPA diagnosis scheme is tested, which results
in a classification accuracy of 97%, as represented in the
form of the associated confusion matrix shown in Fig. 21.
Moreover, this accuracy may be further increased by using a
more sophisticated motor control framework with lesser total
harmonic distortions or a real-time controller with high-speed
computational power.

F. CPAs’ Intensity-11: Real-Time CHIL Online Diagnosis of
CPAs for US06 Drive Cycle

In order to further substantiate the practical applicability of
the proposed approach, various CPA scenarios from Table II
are implemented via the CHIL experimental setup shown in
Fig. 11. The real-time output labels are derived from the
LSTM classifier operating in real time on the Raspberry Pi.
Moreover, the CPAs instigated at different instances of the
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TABLE XI
CPAS’ SEQUENCE FOR US06 DRIVE CYCLE CASE-II (TIME SPAN = 3 s)

No. Target tepa  NO. Target tepa

1 S3 20 7 S5 330

2 S4 80 8 S2 360

3 Ia {A=5} 170 9 Ic {A=1.5} 410

4 N 220 10 S6 490

5 Ia {A=2} 230 11 N 570

6 Ib {A=3} 255
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Fig. 22. CPAs’ detection in EDS via CHIL experiment for US06 drive cycle,
online diagnosis (Table XI).

USO06 drive cycle are listed in Table XI. In order to mitigate
the fluctuations in EDS data, the rolling mean is applied to
the real-time test dataset of size w,, obtained from OPAL-
RT, thereby reducing the probability of false alarms. The
transients of various real-time EDS signals used for system
state prediction are shown in Fig. 22. In addition, the real-time
values of the corresponding CPA’s trigger signal (output label)
are also depicted in Fig. 22. The accuracy for the real-time
detection is 98.92%, which is significantly increased compared
to offline detection, mainly due to the utilization of a refined
test dataset obtained by applying the rolling mean approach.
Moreover, the accuracy in real-time is derived by comparing
the feedback CPA trigger values received from Raspberry
Pi with the ground truth labels in OPAL-RT. Therefore, the
accuracy decreases if there is a mismatch between predicted
and actual labels. In this regard, there are one of two main
reasons for this mismatch: 1) when the CPA is disabled from
the console block in Simulink, the EDS test dataset features
still have some inertia and they do not turn back to their
normal response abruptly, thus prolonging the OCF or CA
label and 2) the delayed diagnosis caused by communication
and computation delays also causes this mismatch before and
after the instigation of a CPA.

G. Detection Time Analysis of the Proposed Approach

The real-time data acquisition results, related to the
three-phase output current and CPA trigger signal, are
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displayed by using an oscilloscope (Tektronix TDS2024C)
connected to the analog output port of OPAL-RT. CH1, CH2,
and CH3 correspond to phase-A, phase-B, and phase-C cur-
rents, respectively, while CH4 represents the predicted target
labels associated with each system state listed in Table II.
Moreover, there is always a system delay during online
diagnosis, resulting in false alarms from delayed detection,
and hence reducing the overall accuracy. In this context, the
total detection time of EDS’s various operating states can be
represented as follows:

Taer = Tty + Tl + Teh

com compu

(15)

where T represents the delay associated with the required
time to gather EDS test dataset features equal to the window
size, T2 is the communication delay associated with the UDP
framework, and Tc‘f)mpu is the computational delay correspond-
ing to the LSTM-based ML classifier. 72 and Tc‘émpu an
be associated with the system delay. Moreover, based on the
theoretical analysis, for the controller’s sampling period of
25 ps and wy = 100, the value of Tv'fs will be 2.5 ms, which
is the actual detection time of the proposed approach. How-
ever, the communication and computational delays can vary
depending on the data transmission rate of the communication
framework and computational resources at hand. In this regard,
Fig. 23 illustrates the real-time detection delay for various CPA
scenarios related to the proposed approach, implemented via
the CHIL experimental setup shown in Fig. 11. Therefore,
based on the results in Fig. 23, the average detection time is
75 ms, where 2.5 ms corresponds to 7, and the remaining
time is associated with communication and computational
delay. Hence, due to this system delay affecting all CPAs in the
USO06 drive cycle, false alarms occur in approximately 0.37%
of the total data samples. Therefore, if we assume an ideal
system with zero system delay, the real-time accuracy of our
proposed approach can pushed up to 98.92%.

Hence, the proposed physics-based features can effectively
extract the system dynamics related to abnormal conditions,
which can be further used for CPA detection and classification
for practical scenarios. The accuracy of CPA diagnosis for
an actual drive cycle can be degraded based on different
driving conditions and system-level computational limitations.
In this regard, the majority vote mechanism can also be
utilized to reduce the probability of false alarms associated
with real-world operating conditions.

H. Comparative Analysis With Prior Studies

Finally, a comparative analysis of this study with var-
ious past studies that employed data-driven approaches,
such as LSTM, residual-based methods for PIML, transfer
learning, and data preprocessing with binary classifiers, for the
cyber—physical security of EDS, is summarized in Table XII.
The proposed approach has a major advantage compared to
residual-based schemes [20], which are inherently suscepti-
ble to misidentifying both cyber or physical anomalies in a
system. Moreover, this study is also compared with the ML
schemes using EDA and FFT as feature’s data preprocessing
schemes [16], [19], [24] to improve the detection accuracy.
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Fig. 23. CHIL-based online CPA diagnosis showcasing detection and system
delay. (a) SS-OCF (4). (b) SDS-OCF (7). (c) CDS-OCF (14). (d) PDS-OCF
(15). (e) FDI-CA (51). (f) FDI-CA (53).

The comparison reveals that the proposed approach exhibits
superior detection speed and accuracy. Moreover, in the case of
the transfer learning scheme [15], [S0], which has significant
benefits for limited experimental data and results in high
accuracy for FDI-based CAs detection, however, its detec-
tion time is considerably longer compared to the proposed
approach. Moreover, the accuracy of the schemes that did not
use any practical drive cycle with real-time driving conditions
as testing data may not be reliable. Hence, the presented
study is unique as it can differentiate between the most
common OCF-based physical fault and FDI or DoS-based CA,
achieving faster detection times and higher accuracy, which
has not been addressed in any previous work. Moreover, the
proposed schemes also investigate the thermal impact analysis
of various CPAs on MOSFETs along with the electrical and
mechanical parameters of EDS, which to the best of our
knowledge has also not been explored in the existing literature.

1. Preliminary Discussion on Distinguishing Common
Current Sensor Faults

Despite the highest reliability scores attributed to current
sensors in EDS [5], [6], they remain vulnerable to physical
faults and performance degradation. This vulnerability can
impact the performance of both the EDS controller and the
associated diagnostic algorithm. Common current sensor faults
encompass stuck faults, offset faults, and noise faults [24].
The impact of these faults on the three-phase output current
is illustrated in Fig. 24. Stuck and offset faults significantly
impact EDS control parameters, leading to false alarms due to
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TABLE XII
PROPOSED RESEARCH CONTRIBUTION COMPARISON WITH PRIOR RESEARCH STUDIES SUBJECT TO ANOMALY DETECTION

Research Model Characteristics

Methodology CA Detection OCF Detection TIA Detection Time Accuracy (Drive Cycle)
LSTM-based approach [51] T NT NT - - 92.10% (None)
Transfer learning with CNNs [15] T NT NT 50.0ms 99.50% (None)
Transferable data-driven approach [50] NT T NT 40.0ms 88.53% (None)
FFT with RVFL neural network [24] NT T NT 20.0ms 98.83% (None)
EDA with random forest [19] T NT NT 12.5ms 99.90% (NEDC)
FFT with random forest [16] T NT NT 10.0ms 90.00% (None)
Residual feature-based PIML [20] T NT NT 2.5ms 98.44% (UDDS)
Proposed Approach T T T 2.5ms 98.92% (US06)

TIA (Thermal Impact Analysis). NT (Not Tested). T (Tested). UDDS (Urban Dynamometer Driving Schedule). NEDC (New European Driving Cycle). EDA (Exploratory Data Analysis).
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Fig. 24. Impact analysis of current sensor faults on the three-phase output

current: blue (Phase-A), red (Phase-B), and yellow (Phase-C).

overlapping residual and nonresidual diagnostic features with
those of CAs. In contrast, noise faults mainly cause increased
total harmonic distortion in the stator current, leading to
reduced power quality and increased torque ripples. Therefore,
stuck and offset faults are critical concerns that should be
addressed in a diagnostic algorithm. Since the proposed PIML
approach mainly focuses on detecting and distinguishing
OCFs and CAs, developing a new method to handle sensor
faults is necessary and presents a promising open research
question.

The distinctions in three-phase currents due to CAs,
power switch-based OCF faults, and current sensor faults
can be observed in Figs. 12 and 24. To enable an
ML-based multiclass classifier to accurately differentiate
between these nonroutine system states, the diagnostic fea-
tures must exhibit heterogeneity across each output class.
However, the proposed physics-based features fall short of

providing those distinctive features for current sensor fault iso-
lation. To address this, further filtering of three-phase current
data using frequency-domain analysis could be advantageous,
which is the focus of our future work. In addition, developing
an energy-based evaluation criterion, independent of the uni-
fied PIML approach, could also assess the operational state of
current sensors more accurately. EVs can monitor this energy
consumption by accessing these sensor nodes [52]. A defective
sensor node often consumes an abnormal amount of energy,
either more or less than its specified value, leading to unreli-
able outputs. By monitoring the sensor’s energy consumption,
we can assess its performance and identify potential faults.
Thus, this energy-based evaluation criterion can be formulated
as follows:

L,
O»

|Es (t) —E
otherwise.

rated | > E min

Ters = (16)
This suggests that when a sensor’s energy consumption devi-
ates from the specified tolerance threshold, it indicates a
malfunction in its normal operation. This aspect will be
thoroughly explored in our subsequent research work.

VI. CONCLUSION

This study presents a PIML approach to distinguish between
normal and abnormal operations of EDS, focusing on common
CAs affecting reference and feedback signals, as well as
OCFs in power switches. In this regard, novel physics-based
stator voltage features are utilized along with residual-based
features for the classification of CPAs. The impact of various
CPAs on EDS’s EMT characteristics is also analyzed. The
proposed methodology is validated offline for various ML
models, showing that LSTM has the highest classification
accuracy. Moreover, to authenticate the practical feasibility of
the proposed study in real-time scenarios, CPAs are detected
online for the US06 drive cycle via the CHIL experimental
setup, demonstrating an accuracy of 98.92%. Moreover, this
study includes consideration of FDI and DoS attacks, as they
are among the most frequently discussed CAs in previously
published literature. However, the future focus of this study
will incorporate replay attacks as well. The presented approach
can provide reliable detection signals to the subsequent coun-
termeasure control. Therefore, for a resilient EDS operation,
a secondary layer with novel mitigation schemes for CAs and
OCFs will also be proposed as a future part of this work.
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