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ABSTRACT Modern and autonomous hybrid electric vehicles (HEVs), as complex cyber-physical systems,
represent a key innovation in the future of transportation. However, the increasing interconnectivity and
reliance on digital components expose these vehicles to significant cybersecurity risks. To address these
challenges, Zero Trust Architecture (ZTA) has emerged as a promising security framework. Operating on the
principle of ‘never trust, always verify,” ZTA offers a comprehensive approach to ensuring continuous trust
verification in HEV systems. Despite its potential, the application of ZTA within cyber-physical vehicular
systems remains underexplored, and its practical benefits and limitations are not yet fully understood by the
engineering community. To bridge this gap, this article presents a detailed survey of ZTA tailored specifically
to the needs of vehicular CPSs, highlighting existing technologies, security challenges, and the application of
zero-trust principles in HEVs. Additionally, this work proposes a deep learning-based replay attack detection
scheme for the battery management system (BMS) of HEVs. The approach leverages a deep learning model
to estimate the battery’s State of Charge (SoC), analyzing the Error of Estimation using the Inter-Quartile
Range (IQR) technique. The detection system analyzes the Error of Estimation using the IQR technique,
demonstrating a 74.25% containment ratio and detecting deviations up to 2.39 units during attack scenarios.
The system maintains a balanced detection sensitivity with 25.75% detection density. While the proposed
method demonstrates high effectiveness in detecting stealth replay attacks through simulation results, it faces
certain limitations including computational overhead for real-time processing, dependence on high-quality
training data, and potential vulnerability to adversarial attacks on the underlying deep learning model. These
challenges highlight the need for careful consideration in practical implementations while opening avenues
for future research.

INDEX TERMS Hybrid-electric vehicles, cyber-physical system security, replay attacks, zero trust architec-
ture, controller security, trust assessment.
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I. INTRODUCTION

Cyber-physical systems (CPSs) are at the forefront of
modern technological advancements, seamlessly integrating
computational processes with physical systems to create a
unified environment capable of performing complex tasks.
These systems, which span a wide range of industries,
including automotive, energy, and healthcare, enable intel-
ligent and efficient operations through the interaction of
embedded hardware and software components [1]. However,
the growing sophistication of CPSs comes with increasing
vulnerabilities that expose them to a variety of cyberattacks.
These vulnerabilities are exacerbated by the interconnected-
ness of system components and the rising number of entry
points for malicious actors. As CPSs evolve in complexity and
scale, they become susceptible to increasingly sophisticated
cyberattacks, which can result in system malfunctions, infras-
tructure damage, financial losses, and even endanger human
life [2]. Numerous incidents serve as cautionary examples of
the real-world consequences of cyber vulnerabilities in CPSs.
The “Stuxnet” worm, which disrupted Iran’s nuclear program
in 2010, and the massive blackout caused by a false data injec-
tion attack in Ukraine in 2015 that left over 225,000 customers
without power [3], underscore the catastrophic potential of
such threats. Similarly, the U.S. Colonial Pipeline shutdown
in 2021 due to a ransomware attack highlights the vulnerabil-
ity of critical infrastructure to cyber threats [4]. More recent
attacks, such as those on German wind farms in 2022 and the
Red Echo APT attack on Indian power sectors in 2021 [5],
[6], reveal the persistent and evolving nature of cyberattacks
targeting CPSs. In fact, cyber intrusions in the transportation
and mobility sector have surged in scale: an industry report
documented 409 new automotive-related cyber incidents in
2024 (up from 295 in 2023), with nearly 60% of these events
impacting “thousands to millions” of vehicles, charging sta-
tions, or other connected assets [2], [7].

Among CPSs, hybrid electric vehicles (HEVs) have
become increasingly vulnerable due to the integration
of Internet of Things (IoT) technologies and numerous
embedded Electronic Control Units (ECUs) [1]. These
vehicles rely on a complex network of sensors and controllers
to manage critical operations such as braking, steering, and
power distribution. If compromised, these systems can lead
to catastrophic outcomes, endangering vehicle occupants and
public safety. Given the essential role HEVs play in modern
transportation, safeguarding these systems from cyber threats
is a top priority. In July 2015, two researchers demonstrated
the severity of such vulnerabilities by remotely exploiting
software weaknesses in a Jeep Cherokee, taking control of
safety-critical systems and leading to alarming consequences
(including disabling the vehicle’s brakes and causing a
loss of control). Similarly, researchers successfully hacked
a Tesla through Wi-Fi and cellular connections, further
underscoring the potential risks. Beyond these high-profile
demonstrations, in 2024 cybersecurity researchers uncovered
a severe vulnerability in Kia’s connected-car system that
allowed remote takeover of critical functions using only the
vehicle’s license plate number [8], demonstrating how even
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cutting-edge connectivity features can become unexpected
attack vectors.

One promising approach to bolstering the security of CPSs,
including modern HEVs, is the adoption of Zero Trust Ar-
chitecture (ZTA). ZTA represents a fundamental shift from
traditional security models that relied on defined network
perimeters and assumed inherent trust within those bound-
aries. Instead, ZTA operates under the principle of “never
trust, always verify,” applying strict access controls and con-
tinuously assessing the trustworthiness of every entity (be it
users, devices, or network nodes) regardless of its location or
previous authentication status. By enforcing rigorous verifi-
cation processes and dynamic access policies, ZTA provides
a robust defense against both known and unknown threats,
including sophisticated zero-day exploits [9]. While ZTA of-
fers promising solutions for HEV security, it exists within a
rich ecosystem of cybersecurity approaches, each with distinct
characteristics and applications:

1) Traditional Perimeter Security in HEVs:

e Relies on defense-in-depth strategies with firewalls
and intrusion detection systems

e Assumes trust within network boundaries

e Limitations: Vulnerable to internal threats and in-
creasingly inadequate for modern distributed HEV
architectures

2) Authentication-Based Security:

¢ Implements multi-factor authentication (MFA) and
Public Key Infrastructure (PKI)

¢ Focus on identity verification at access points

¢ Limitations: May not address continuous verification
needs in dynamic HEV operations

3) Behavioral Analysis and Machine Learning:

e Uses AI/ML for anomaly detection in vehicle net-
works

e Adaptive learning of normal operation patterns

e Limitations: Requires significant training data and
may produce false positives

4) Blockchain-Based Solutions:

¢ Ensures immutable record-keeping for vehicle oper-
ations

¢ Enables secure peer-to-peer communication

e Limitations: High computational overhead and scal-
ability challenges

5) Role-Based Access Control (RBAC):

® Assigns access rights based on predefined roles

e Simplifies security administration

¢ Limitations: Less flexible for dynamic trust relation-
ships in modern HEVs

ZTA addresses many limitations of these approaches
through its “never trust, always verify” principle, which is
particularly suited for the dynamic, open-ended threat surface
of HEV systems. As outlined by the National Institute of Stan-
dards and Technology (NIST), the core tenets of ZTA include
least privilege access, continuous monitoring, risk-based trust
evaluation, and the inherent assumption that no entity can be
fully trusted by default [9]. For example, Dhiman et al. [10]
and Nahar et al. [11] offered comprehensive surveys covering
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ZTA concepts like access control, micro-segmentation, and
identity verification. These works also highlight ZTA chal-
lenges and the need for future research on intelligent and
automated ZTA frameworks, especially for 5 G/6 G networks.
Yeoh et al. [12] identified eight success factors for enterprise
ZTA implementation and proposed a maturity model for eval-
uation. Ahmadi [13] studied ZTA in cloud networks, finding
significant reductions in insider threats and lateral movement.
Adoption is growing, with Gartner reporting widespread im-
plementation among large enterprises by 2024. Liu et al. [14]
proposed a ZTA-based security architecture that leverages
Al and novel air interface technologies to enhance iden-
tity authentication, access control, and data transmission in
IoT environments. Their approach excels in adaptive threat
response, achieving a 98% detection rate for unauthorized
access attempts, though its reliance on complex AI models
introduces latency concerns that could be problematic for
real-time vehicle systems. Similarly, Sedjelmaci et al. [15]
developed a ZTA-empowered attack detection framework for
6 G edge computing, using security rules and machine learn-
ing algorithms to accurately detect and mitigate attacks. The
framework’s strength lies in a hierarchical trust evaluation
mechanism that reduced false positives by 40% compared
to traditional approaches, but it assumes consistent network
connectivity, an assumption that may not hold in all automo-
tive scenarios. Huber et al. [16] introduced *Zero Trust+%*,
a trust-management enhancement that significantly improves
processing efficiency (by approximately 20%) in large-scale
IoT deployments without compromising security integrity.
Their innovative caching mechanism for trust decisions par-
ticularly stands out, though the optimization assumes periodic
network traffic patterns that differ from the bursty, event-
driven traffic typical in vehicle networks. Zhang et al. [17]
extended the application of ZTA to power IoT systems, de-
signing a security protection architecture based on continuous
identity authentication and dynamic access control. Their
work’s strength lies in handling distributed power systems
with multiple control nodes, achieving sub-millisecond au-
thentication times, though the approach requires dedicated
security hardware that may be cost-prohibitive for automotive
applications. Hussain et al. [18] integrated federated learn-
ing with ZTA to enable Al-driven adaptive trust decisions.
On the other hand, Pokhrel et al. [19] combined blockchain
and anomaly detection in ZTA for resilient network defense.
Amusuo et al. [20] proposed ZTDJava to sandbox third-party
libraries in a zero-trust environment, extending ZTA to soft-
ware dependencies.

While these advances demonstrate ZTA’s effectiveness in
securing digital infrastructure, the application of ZTA to
CPSs, specifically HEVs, remains underexplored due to the
unique challenges posed by the intricate interactions be-
tween cyber and physical components. For instance, a recent
comprehensive survey underscored Zero Trust as a critical
paradigm for connected vehicles in the face of escalating
threats, yet also emphasized the difficulties of integrat-
ing zero-trust models into the highly dynamic, real-time
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automotive environment [1]. Although ZTA has proven ef-
fective in enhancing security in IT and IoT domains, further
research and development efforts are needed to adapt zero-
trust principles for CPS environments. Unlike enterprise
computing systems (which are optimized for general-purpose
tasks), CPSs are often tailored for specific functionalities and
have strict real-time performance requirements. These sys-
tems tightly combine physical and digital components, with
cyber elements interacting with physical processes in a cross-
layer manner. The complexity of these interactions poses
challenges for straightforward adoption of traditional ZTA
implementations, particularly when safeguarding CPSs [21].
Historically, embedded control systems were considered se-
cure once installed, especially when placed in supposedly
protected environments, but this mindset is now obsolete.
Today’s integrated physical-digital systems are highly adapt-
able and frequently updated to remain resilient. Unfortunately,
this flexibility introduces new vulnerabilities, where digital
breaches can cascade into physical system failures. There-
fore, it is imperative to adapt and extend ZTA principles
to meet the unique requirements of CPSs (particularly in
HEVs) and account for cross-layer interactions, as well as
the potentially dire consequences of cyber failures on physical
components.

Given the numerous advantages of designing CPSs with
the zero-trust principle of “never trust, always verify,” sys-
tem designers must integrate technologies that continuously
establish and maintain trust in system functionality. Several
recent studies have started to explore the application of ZTA
to CPSs. Anderson et al. [22] proposed a ZTA framework
to protect the sensor and control network of connected and
autonomous vehicles (CAVs) via the CAN bus, achieving
a remarkable 95% reduction in unauthorized message prop-
agation while maintaining CAN bus latency requirements.
However, their approach struggles under bandwidth-intensive
scenarios common in modern powertrains. Feng et al. [23] in-
troduced ZTA-based solutions focused on a “Cyber-Physical
ZTA” subset, incorporating a multi-layer access control engine
and an integrated physical model-based/data-driven policy op-
timizer. This hybrid approach successfully balances security
with performance, achieving false positive rates as low as
0.1% in anomaly detection, though the computational over-
head may challenge resource-constrained automotive ECUs.
Additionally, Vai et al. [24] and Hasan et al. [25] emphasized
the importance of the “never trust, always verify” princi-
ple, with Vai applying it to the design of a small drone
for enhanced survivability, demonstrating a 60% reduction in
attack surface through lightweight cryptographic primitives,
and Hasan identifying ZTA architectural patterns for CPSs us-
ing the Architecture Analysis and Design Language (AADL),
enabling formal verification of security properties with 85%
vulnerability detection rate during design phase. While Vai’s
approach offers valuable insights for resource-constrained
systems, it sacrifices some real-time guarantees crucial for au-
tomotive applications. Hasan’s formal methods provide robust
security verification but lack specific consideration for power
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electronics systems. Motivated by the government-wide push
to migrate to ZTA [26], this article explores how modern ve-
hicular systems, particularly HEVs, can benefit from ZTA. In
this manuscript, we make two primary contributions under the
broad theme of enhancing cybersecurity in vehicular CPSs,
while recognizing that each contribution is methodologically
distinct:

1) Zero Trust Architecture Survey for HEVs: We present
a comprehensive survey of Zero Trust Architecture
(ZTA) in the context of vehicular cyber-physical sys-
tems, particularly hybrid electric vehicles. This survey
explores the applications of ZTA in HEVs, the enabling
technologies that facilitate its implementation, and the
challenges of integrating ZTA into automotive systems.
By reviewing existing literature and best practices, we
outline how adopting Zero Trust principles can reduce
attack surfaces and prevent lateral movement in vehicle
networks. The survey not only summarizes the state-
of-the-art but also highlights open research issues and
potential solutions for applying ZTA to connected and
autonomous vehicles.

2) Replay Attack Detection in BMS using Deep Learn-
ing: We propose a novel deep learning-based scheme
to detect replay attacks on the Battery Management
System (BMS) of HEVs. This contribution is devel-
oped independently of ZTA principles, focusing instead
on a targeted security solution at the subsystem level.
The scheme employs advanced neural network mod-
els to monitor the BMS sensor and control data for
anomalies indicative of replay attacks. By learning the
normal patterns of battery telemetry, the detector can
identify irregularities caused by maliciously retransmit-
ted data, thereby safeguarding the integrity of critical
battery parameters such as state-of-charge (SoC). This
BMS-focused security mechanism does not rely on Zero
Trust frameworks, illustrating a complementary defen-
sive layer that operates within the vehicle’s control
system.

Although the above two contributions address vehicular
cybersecurity from different angles, they together reinforce
the overarching goal of the manuscript of improving secu-
rity in vehicular CPSs. The ZTA survey offers a macro-level
perspective by examining how a paradigm shift in trust archi-
tecture can strengthen the security posture of connected and
autonomous vehicles as a whole. In contrast, the BMS replay
attack detector provides a micro-level solution by protecting
a specific critical component of an HEV through machine
learning-based anomaly detection. In particular, the deep
learning scheme is methodologically distinct and does not em-
ploy Zero Trust principles, but it aligns with the broader theme
by targeting a concrete vulnerability in the cyber-physical
vehicle system. In essence, implementing continuous verifi-
cation at the network/system architecture level (as advocated
by ZTA) and deploying targeted detection mechanisms at the
subsystem level are complementary strategies. The remainder
of this paper is organized as follows. The remainder of this

2174

Engine
Policy
Decision Point

Untrusted y - Lruste
Policy
Subject Enforcement Resource
Point

FIGURE 1. Standard ZTA.

Information Storage

paper is organized as follows. Section II presents the back-
ground and fundamental concepts of Zero Trust Architecture.
Section III explores the integration of ZTA in cyber-physical
systems, followed by Section IV, which discusses its specific
applications in the automotive sector. Section V examines
the intersection of ZTA with machine learning for cyberat-
tack detection in CP-HEVs. Section VI analyzes the unique
requirements and challenges of implementing ZTA in CP-
HEVs. The proposed attack model and detection scheme are
detailed in Section VII, with comprehensive simulation re-
sults presented in Section VIII. Section IX discusses future
challenges and research directions, and finally, Section XI
concludes the paper.

Il. ZERO TRUST BACKGROUND

ZTA is an advanced cybersecurity framework designed to
eliminate the assumption of inherent trust within networks,
enforcing strict and continuous verification for access to
critical resources [27]. This security model emerged as a re-
sponse to the increasing complexity of modern CPSs and the
growing sophistication of cyber threats. Traditional perimeter-
based security models, which assume that entities inside a
network are trustworthy, have proven inadequate in safe-
guarding against today’s threats, especially in systems with
distributed and interconnected components like connected and
autonomous (H)EVs and other CPSs.

A. CORE PRINCIPLES OF ZERO TRUST ARCHITECTURE
At the heart of ZTA is the principle that no entity—whether
inside or outside the network—should be trusted by default.
ZTA operates on a “never trust, always verify” approach,
which mandates continuous identity verification and access
validation for every request made to a system’s resources [28].
Unlike traditional security approaches, ZTA assumes that
threats may already be present within the network, requiring
stringent, context-aware access controls at every level.
As illustrated in Fig. 1, ZTA framework is built around
several key components:
® Policy Decision Point (PDP): The PDP is responsible
for making access control decisions. It is divided into
two sub-components: the Policy Engine (PE), which
evaluates access requests based on security policies
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and contextual data, and the Policy Administrator (PA),
which enforces the decisions made by the PE.

® Policy Enforcement Point (PEP): The PEP is responsible
for enforcing the security decisions made by the PDP. It
monitors traffic, blocks unauthorized access, and ensures
that only authenticated entities are granted permission to
interact with system resources.

® Subjects and Protected Resources: Subjects refer to
users, devices, or processes requesting access to system
resources. These entities must undergo rigorous authen-
tication and authorization checks before they are granted
access to any resource. Protected resources are the as-
sets within the system that require safeguarding, such as
data, applications, or physical components in CPSs like
HEVs.

e Contextual and Behavioral Data: One of the core
strengths of ZTA is its ability to incorporate dynamic
context-based security policies. This means that deci-
sions are not solely based on static credentials (such
as passwords or tokens) but also on real-time contex-
tual factors such as the location, device type, behavior
patterns, and historical trust levels of the subject request-
ing access [26]. Machine learning techniques, discussed
in later sections, can be leveraged to analyze this data
continuously, enabling adaptive security responses to
evolving threats.

Although ZTA provides a robust and flexible framework, its
implementation is not an instantaneous process but a gradual
evolution of existing security architectures. Integrating ZTA
into complex environments like CPSs requires a phased ap-
proach, adapting current systems incrementally to align with
ZTA principles. This involves retrofitting legacy systems with
modern security protocols and establishing robust mecha-
nisms for monitoring and controlling access across distributed
components Fig. 1 [21]. In CPSs, existing security measures
such as firewalls and encryption protocols can be augmented
with zero trust principles, ensuring that every access request—
whether internal or external—is verified based on dynamic
policies and contextual data. One major advantage of ZTA
is its adaptability. As more industries recognize the limi-
tations of traditional security models, ZTA is increasingly
being adopted in sectors ranging from critical infrastructure to
healthcare, finance, and transportation. The flexible nature of
its policy enforcement mechanisms allows it to be tailored to
the specific needs of different environments. In a CPS context,
such as modern HEVs, ZTA can provide real-time monitoring
and fine-grained access control, ensuring that even if one
component is compromised, the rest of the system remains
secure [28].

In practice, ZTA relies heavily on advanced policy enforce-
ment and real-time contextual analysis to secure CPSs. The
Policy Engine (PE) plays a central role in making access
decisions and analyzing incoming requests based on multi-
ple factors, including user identity, device integrity, network
traffic, and historical behavior patterns. As shown in Fig. 1,
when a subject—such as an ECU or a remote diagnostic tool
in an HEV—makes an access request, the PEP intercepts the
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traffic and relays it to the PE. The PE then cross-references
this request against existing policies and real-time contextual
information to determine whether access should be granted or
denied. For instance, in a series HEV with integrated ZTA,
a remote request to update the vehicle’s BMS firmware [29]
would not be automatically trusted. Instead, the ZTA frame-
work would dynamically evaluate the request based on the
current context—such as the location of the request, the iden-
tity of the user, the device being used, and the historical
trustworthiness of both the user and device. If any of these
factors raise suspicion, access to the BMS would be denied,
preventing potential malicious activity. While the ZTA model
offers significant advantages in securing CPSs, particularly in
environments like HEVs, its full implementation comes with
challenges. Resource-constrained devices, such as low-power
sensors and embedded ECUs [30], may struggle with the over-
head associated with continuous verification and real-time
decision-making. Additionally, integrating ZTA into existing
legacy systems often requires substantial updates to the infras-
tructure, which can be costly and time-consuming.

IIl. ZERO TRUST ARCHITECTURE IN CYBER-PHYSICAL
SYSTEMS

ZTA has become a pivotal security framework for protecting
digital infrastructure in both traditional IT systems and CPSs.
CPSs are deeply integrated into modern society, spanning
sectors such as energy, healthcare, transportation, industrial
control systems, and smart cities. These systems combine
physical processes with digital controls, introducing complex-
ities that expose them to sophisticated cyber threats. As CPSs
evolve, the growing interconnectedness of devices, sensors,
and networks amplifies security vulnerabilities, necessitating
more robust defense mechanisms like ZTA. ZTA’s core prin-
ciple of “never trust, always verify” is especially pertinent
to CPSs, where both internal and external threats can severely
compromise system integrity. Unlike traditional security mod-
els that assume inherent trust within network perimeters, ZTA
assumes no inherent trust and requires constant verification of
entities, whether they are internal or external to the network.
This approach fits well with the needs of CPSs, where systems
control critical physical infrastructure, making them high-
value targets for cyberattacks. Below, we explore how ZTA
has been adapted across different CPS sectors, highlighting
its role in safeguarding critical infrastructure.

A. ENERGY SYSTEMS: SMART GRIDS AND POWER
INFRASTRUCTURE

One of the most significant applications of ZTA in CPSs
is within energy systems, particularly in smart grids. Smart
grids represent a modern power grid system that incorpo-
rates advanced communication networks, sensors, and control
systems to improve efficiency and reliability. However, their
reliance on interconnected devices and distributed energy re-
sources increases their attack surface, making them vulnerable
to cyberattacks that can disrupt power distribution or damage
infrastructure [31].
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Researchers have focused on adapting ZTA principles to
smart grids by implementing multi-layered access controls
and continuous monitoring of system activities. For instance,
continuous identity verification prevents unauthorized access
to power control systems and substations. Zhang et al. [17]
proposed a Zero Trust security architecture for power IoT net-
works, where continuous identity authentication and dynamic
access control mechanisms were employed to secure com-
munication between distributed energy resources and central
control stations. This architecture ensures that only authen-
ticated entities can interact with critical grid infrastructure,
reducing the likelihood of data tampering or control sys-
tem hijacking. Authors in [32] proposed a comprehensive
ZTA tailored for Virtual Power Plants (VPPs) and Distributed
Energy Resources (DERs), addressing the growing cyber-
security challenges in the energy sector. They introduced
a ZTA framework that enhances the security of VPPs by
mitigating the risks of lateral movement from compromised
systems and ensuring the protection of both physical devices
and data privacy. Additionally, the paper explored future re-
search avenues, including integrating ZTA with blockchain
and edge-based networks, to further bolster the security of
critical energy infrastructure. Jing et al. [33] applied RF fin-
gerprinting for continuous device authentication. Alsulami et
al. [34] introduced ZEBRA, a blockchain-enabled ZTA with
PUFs for smart grid metering infrastructure.

B. HEALTHCARE SYSTEMS: SECURING MEDICAL DEVICES
AND DATA

The digitization of medical records and integration of net-
worked medical devices have revolutionized healthcare but
also introduced significant cybersecurity risks. Connected
devices such as pacemakers, insulin pumps, and imaging sys-
tems are vulnerable to cyberattacks, which could result in data
breaches or even patient harm [35].

ZTA presents a robust solution to these challenges by con-
tinuously authenticating and verifying every device, system,
and user interacting with medical networks. For instance,
in [35], a ZTA-based security framework for 5G-enabled
healthcare was developed, using four dimensions—subject,
object, environment, and behavior—to enable dynamic ac-
cess control and continuous authentication. This approach
has demonstrated effective end-to-end security for medical
data, devices, and services in smart healthcare environments.
Similarly, [36] proposed a framework combining blockchain
and ZTA to secure medical data transmission, leveraging
blockchain’s immutability and ZTA’s encryption to ensure
secure, decentralized data sharing. Off-chain data storage
via Inter Planetary File Systems (IPES) further enhances
system scalability. Tomlinson et al. [37] evaluated ZTA in
hospital networks, finding improved segmentation and threat
containment. Scalco et al. [38] a Cyber Security Reference
Architecture (CSRA) appendix for control systems, developed
from the MOSAICS JCTD framework. It demonstrates how
the RA can guide cybersecurity implementations, specifically
applying Zero Trust and Defense-in-Depth principles, by eval-
uating its use in the Healthcare and Public Health sectors
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critical infrastructure. Blockchain-integrated ZT models for
securing EHR data are also emerging [39].

Real-world implementations of ZTA in healthcare apply
dynamic access controls based on trust scores, which are gen-
erated using real-time assessments of user behavior, device
integrity, and other factors. This enables healthcare systems
to dynamically adjust permissions and prevent unauthorized
access, ensuring the protection of both medical devices and
sensitive patient data.

C. INDUSTRIAL CONTROL SYSTEMS: PROTECTING
CRITICAL INFRASTRUCTURE

Industrial control systems (ICS), which manage critical infras-
tructure such as water treatment plants, manufacturing lines,
and transportation systems, are increasingly vulnerable to cy-
berattacks. To mitigate these risks, ZTA has been adapted to
ICS, providing continuous verification of control devices and
data flows.

In water treatment facilities, for example, ZTA-based sys-
tems enforce strict access controls, allowing only authorized
personnel to modify operations like water pumps and chemi-
cal processes. Recent research has extended ZTA to Industrial
Internet of Things (IIoT) environments, with Zanasi et al. [40]
proposing a flexible ZTA model based on network micro-
segmentation, software-defined networking, and centralized
security management, enhancing resilience and decentralized
operations. Federici et al. [41] focus on secure remote access
in [IoT through multi-level authorization and fine-grained ac-
cess control, while Lei et al. [42] introduce a ZTA framework
for wireless IIoT, incorporating device authentication and
cryptographic security zones. These ZTA implementations
move beyond traditional perimeter-based defenses by offering
granular control, real-time monitoring, and network visibility.
In industrial manufacturing, ZTA frameworks secure commu-
nication between programmable logic controllers (PLCs) and
human-machine interfaces (HMIs), ensuring only authorized
commands are executed, thereby preventing malware injec-
tion or unauthorized reprogramming of critical systems.

D. SMART CITIES: ENABLING RESILIENT URBAN
INFRASTRUCTURE
As cities evolve into “smart” urban environments with
IoT devices and automated control systems managing
utilities, transportation, and public safety, they also face
increased exposure to cyber threats. Smart cities rely on
CPSs to operate critical infrastructure like traffic systems,
surveillance networks, and public utilities, making them
prime targets for cyberattacks. To mitigate these risks, ZTA
is being implemented in smart city infrastructures to enable
continuous monitoring of network traffic and dynamic access
controls for connected devices. In smart traffic management
systems, for example, ZTA ensures only verified entities
can control traffic signals, preventing malicious actors from
causing disruptions or accidents.

Smart cities face significant security and privacy challenges
due to their interconnected nature and the vast data generated
by IoT devices. Traditional cybersecurity measures are often
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insufficient, necessitating advanced approaches like ZTA and
blockchain technology to safeguard critical infrastructure and
citizen data [43], [44]. Key areas of concern include mobile
device security, infrastructure protection, and privacy, all of
which are essential for maintaining public trust in smart city
systems [45]. ZTA also strengthens smart surveillance sys-
tems by continuously verifying the authenticity of devices like
cameras and sensors. By integrating ZTA with edge comput-
ing, smart city systems can perform real-time risk assessments
at the edge, quickly identifying and isolating compromised
devices without disrupting the entire network [46].

One of the primary challenges posed by CPSs is the need
to effectively manage cross-layer interactions between their
cyber and physical components. In these systems, the physical
layer interacts with the digital layer in real-time, meaning that
a cyber compromise can have immediate and potentially se-
vere physical consequences [47]. For example, a cyberattack
on a CPS in the energy or healthcare sector could lead to phys-
ical damage to infrastructure or direct harm to individuals.
ZTA addresses this challenge by continuously evaluating the
trustworthiness of all devices and system interactions across
these layers. However, implementing ZTA in CPSs introduces
unique complexities. A significant concern is the performance
overhead associated with continuous authentication and mon-
itoring. In time-sensitive applications—such as power grid
management or autonomous vehicle control—delays in pro-
cessing access requests or verifying system components can
lead to performance degradation or even critical system fail-
ures. The balance between maintaining security and ensuring
operational efficiency is, therefore, a key consideration in
these environments.

Additionally, the diversity of devices and systems within
CPS environments makes applying a standardized ZTA solu-
tion impractical. Different sectors, from healthcare to energy,
have unique operational constraints and performance re-
quirements, meaning that each requires a customized ZTA
framework. Developing lightweight ZTA mechanisms tailored
to the specific needs of CPSs is essential to ensure security
without compromising real-time performance.

Given the intricately linked nature of the physical and digi-
tal realms in CPSs, ZTA’s emphasis on continuous monitoring
and dynamic risk assessment becomes even more crucial.
This approach ensures that the system remains secure even
as new devices are introduced or as the behavior of existing
devices evolves. Real-time monitoring of system activities
enables early detection of potential threats, allowing for dy-
namic adjustments to access controls based on the evolving
risk landscape. For instance, a CPS monitoring a power grid
can use dynamic risk assessments to detect unusual patterns
in communication between grid controllers and distributed
energy resources. If any irregularities are identified, the ZTA
framework can isolate the compromised component, ensuring
the rest of the system remains unaffected and operational. This
proactive and adaptive approach highlights the critical role of
ZTA in maintaining the resilience and security of CPSs amidst
evolving cyber threats.
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FIGURE 2. ZTA Application in cyber physical power systems (CPSs) [21].

E. SMART SHIPS: ENABLING SECURE MARITIME
OPERATIONS
As the maritime industry evolves toward “smart” shipping
with autonomous and remotely operated vessels, it also en-
counters an expanded attack surface due to interconnected
IoT devices, control systems, and shore-based infrastruc-
ture. Autonomous ships rely on CPSs to manage navigation,
communication, and operational controls, making them vul-
nerable to cyber threats that could endanger the vessel and
broader maritime safety [48]. ZTA is being integrated into
autonomous shipping environments to continuously monitor
network traffic and enforce dynamic access controls on vessel
systems to counter these risks. For example, ZTA can ensure
that only verified and trusted entities can control navigation
and propulsion systems, reducing the likelihood of unautho-
rized access or data tampering that could compromise the
vessel’s route or functionality as shown in Fig. 3.

Autonomous shipping systems face unique security chal-
lenges due to their distributed and mobile nature. These
vessels continuously interact with other ships, shore control
centers, and port systems across wide geographic ranges,
requiring secure, real-time data exchange. Traditional secu-
rity measures, which often rely on perimeter defenses, are
insufficient in these scenarios, necessitating advanced se-
curity frameworks like ZTA to ensure data integrity and
prevent unauthorized access in an ever-changing maritime
environment [49]. Key areas of concern include securing
communication channels, ensuring the authenticity of control
signals, and protecting navigational data from potential inter-
ference. ZTA also enhances maritime situational awareness
by continuously verifying the authenticity of onboard sensors
and control systems. Integrating ZTA with edge computing
allows autonomous ship systems to perform real-time risk
assessments locally, quickly identifying and isolating compro-
mised devices without impacting broader vessel operations.
This distributed approach ensures that vessels can maintain
secure and reliable operations even when encountering new
entities or devices in their environment [49].

Integrating ZTA into smart ships highlights the importance
of continuous monitoring and adaptive risk assessment to
maintain resilience in high-risk environments. By monitoring
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TABLE 1. Comprehensive Comparison of ZTA Application Across CPS Sectors

requirements - Emergency access
procedures - Device interoperabil-
ity issues - Regulatory compliance
(HIPAA)

and secure data sharing
via blockchain integration
and ZTA principles.

interactions, and prevents
unauthorized access to
medical devices.

Sector Key Challenges ZTA Application Key Benefits Relevant Studies

Energy Systems - Increased attack surface from | Continuous monitoring, | Prevents unauthorized ac- | -Zhang et al. (2021): Proposed
smart grid devices - Real-time op- | dynamic access control, | cess to power control sys- | ZTA-based protection archi-
erational requirements - Legacy | and authentication | tems and mitigates risks of | tecture for power IoT systems
SCADA system integration - Dis- | between distributed | lateral movement in com- | - Alagappan et al. (2022): De-
tributed resource management - | energy resources (DERs) | promised systems. veloped dynamic trust scoring
Physical infrastructure vulnerabili- | and central control for smart grid security
ties systems.

Healthcare Systems - Medical device firmware vul- | Dynamic trust scores, | Enhances patient data | - Chen et al. (2020):
nerabilities - Patient data privacy | real-time risk assessments, | protection, ensures secure | Implemented blockchain-

enhanced ZTA for medical
IoT - Sultana et al. (2020):
Developed  secure  access
framework for medical
devices

Industrial  Control
Systems (ICS)

- Mission-critical ~operations -
Legacy equipment integration -
Real-time control requirements
- Supply chain vulnerabilities -
Physical-cyber interdependencies

Micro-segmentation,
secure remote  access,
multi-level authentication,
and encryption of control
signals between devices
in ICS environments.

Protects control systems
from unauthorized com-
mands, malware injection,
and network disruptions.

- Zanasi et al. (2022): De-
signed ZTA framework for
ICS security - Federici et
al. (2023): Proposed adaptive
trust model for ICS - Lei
et al. (2023): Developed real-
time ZTA monitoring system

Smart Cities

- Massive IoT device scale - Het-
erogeneous network protocols -
Resource-constrained devices - Dy-
namic network topology - Public
infrastructure protection

Continuous device authen-
tication, dynamic access
control, and real-time risk
assessment at the edge of
IoT networks.

Protects critical infrastruc-
ture, enables quick isola-
tion of compromised de-
vices, and ensures secure
data exchange.

- Xagoraris et al. (2023): Im-
plemented edge-based ZTA for
smart cities - Ismagilova et
al. (2022): Developed scalable
ZTA framework for urban IoT

Autonomous Ships

- Remote operation risks - GPS
spoofing threats - Maritime com-
munication security - Weather-
dependent operations - Interna-
tional waters jurisdiction

Continuous network traf-
fic monitoring, real-time
risk assessments, and dy-
namic access control to
navigation and propulsion

Mitigates  unauthorized
access, ensures secure
communication between
shore and ship systems,
and isolates compromised

- Bargh et al. (2023): Pro-
posed maritime-specific ZTA
framework - Muriithi et al.
(2023): Developed secure fed-
erated learning framework

systems.

devices.

integration - Safety-critical opera-
tions

Automotive Sector | - Real-time control requirements - | Continuous authentication | Prevents control hijacking, | - Anderson et al. (2023): De-
(HEVs & CAVs) Resource-constrained ECUs - CAN | of control signals, | false data injection, and | veloped CAN bus security us-
bus vulnerabilities - V2X commu- | dynamic trust evaluation, | ensures the safety of au- | ing ZTA - Kondaveety et al.
nication security - Legacy system | and integration  with | tonomous and connected | (2022): Proposed V2X secu-

anomaly detection for
vehicular networks.

vehicles. rity framework - Shipman et
al. (2024): Implemented ML-

based trust evaluation

system interactions and adjusting access permissions based
on real-time risk assessments, ZTA helps protect both the
vessel and the surrounding maritime ecosystem. For instance,
an autonomous ship navigating congested waters can dynami-
cally adjust access controls if unusual activity is detected in
communication with the shore control center, isolating any
compromised system components and ensuring the safety
of vessel operations. This proactive, adaptive approach rein-
forces the security and operational reliability of autonomous
ships in an increasingly connected and autonomous maritime
landscape.

IV. ZERO TRUST ARCHITECTURE IN THE AUTOMOTIVE
SECTOR

As vehicles become more interconnected by integrating IoT
technologies and communication networks, the automotive
industry faces a new wave of cyber threats. Modern HEVs and
connected and autonomous vehicles (CAVs) are particularly
vulnerable due to their reliance on a wide range of sensors,
control units, and communication interfaces. These vehicles
operate as CPSs, with real-time interactions between their cy-
ber components (such as software, sensors, and networks) and
physical components (engines, braking systems, and steering
mechanisms). As a result, the consequences of cyberattacks in
this sector could be catastrophic, leading to system malfunc-
tions, accidents, and even loss of life [50], [51].
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ZTA has emerged as a promising security paradigm to
protect HEVs and CAVs by addressing the growing cyber-
security challenges in the automotive sector. ZTA operates
on the principle of “never trust, always verify,” ensuring that
no user, device, or system component is trusted by default.
This approach is particularly effective in mitigating common
automotive cyber threats such as control hijacking, false data
injection, and replay attacks. By continuously monitoring and
verifying each entity within the vehicular network, ZTA estab-
lishes a resilient defense framework capable of safeguarding
automotive systems against both internal and external threats
as observed in Fig. 4 [52]. Hasan et al. [53] defined secu-
rity assurance patterns for ZTA in CPS. Shipman et al. [54]
demonstrated a vehicle-scale ZTA using an in-vehicle gate-
way and cryptographic controls. Their prototype uses HSMs
to reduce crypto latency while ensuring secure message au-
thentication.

A. MITIGATING AUTOMOTIVE CYBER THREATS WITH ZTA
Modern HEVs and CAVs are exposed to various types of
cyberattacks, including:

e Control Hijacking: This occurs when a malicious actor
takes unauthorized control of critical vehicle functions,
such as steering, braking, or acceleration. Control hijack-
ing often exploits vulnerabilities in the vehicle’s com-
munication systems or electronic control units (ECUs),
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enabling attackers to issue harmful commands. Once
control is hijacked, an attacker can override driver inputs
or disable key functions, posing serious safety risks.
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False Data Injection (FDI) Attacks: In FDI attacks, ad-
versaries inject fraudulent data into the vehicle’s sensors
or communication networks. This can result in incorrect
decision-making by the vehicle, potentially causing dan-
gerous situations like collisions or system failures. For
example, an attacker may inject false sensor readings
to convince the vehicle that an obstacle exists when it
does not, prompting unnecessary braking or swerving, or
conversely, masking the presence of an actual obstacle.
Replay Attacks: Replay attacks involve capturing and
retransmitting valid data at a later time to deceive the
vehicle’s systems. This can be particularly dangerous
in safety-critical applications, such as braking systems
or autonomous driving, where outdated data could lead
to incorrect responses. For instance, an attacker could
replay valid sensor data to trick the vehicle into thinking
it is in a safe state, when in reality, conditions have
changed and require immediate action.

Denial of Service (DoS) Attacks: In DoS attacks, mali-
cious actors flood the vehicle’s communication networks
or systems with excessive traffic or malicious requests,
overwhelming the system’s resources and rendering it
incapable of responding to legitimate commands. A
DoS attack can target key systems such as the BMS
or powertrain controller, preventing the vehicle from
properly managing energy resources Or maintaining
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control. DoS attacks are particularly concerning in
CAVs, where continuous communication is essential for
maintaining vehicle functionality and safety. Prolonged
DoS attacks could also disrupt vehicle-to-everything
(V2X) communication, affecting traffic management
Systems or emergency response services.

ZTA enhances automotive cybersecurity by continuously
verifying the authenticity of data, devices, and control sig-
nals, ensuring that all vehicle components must consistently
prove their legitimacy before accessing network resources.
For example, ZTA can be applied to HEV ECUs, where it au-
thenticates communication between the powertrain controller
and the BMS, preventing attackers from injecting false data or
controlling critical systems [54].

Recent studies have demonstrated ZTA’s effectiveness in
mitigating cyber threats in CAVs. Anderson et al. [52] pro-
posed a ZTA framework for securing communication over
the Controller Area Network (CAN) bus, a vital protocol in
vehicles. By enforcing strict access policies and verifying
each communication, this framework prevents unauthorized
commands and reduces the risk of control hijacking and false
data injection. Similarly, Kondaveety et al. [55] used sim-
ulations to show how ZTA mitigates internal and external
attacks on vehicle networks. Advanced gateway ECUs, se-
cure boot processes, and network monitoring are among the
strategies for enforcing ZTA [56], while novel approaches
like license plate recognition for owner verification further en-
hance security [57]. Despite challenges such as resource con-
straints and complexity, ZTA has shown significant potential
in improving automotive cybersecurity with minimal perfor-
mance impact [56].

B. ZTA IN VEHICULAR COMMUNICATION SYSTEMS: CAN
BUS AND V2X NETWORKS
Vehicular communication systems, such as the Controller
Area Network (CAN) bus and vehicle-to-everything (V2X)
communication networks, are essential components in HEVs
and CAVs. However, these systems are also prime targets for
cyberattacks due to their critical role in vehicle operation. The
CAN bus is a legacy communication protocol that connects
ECUs and other vehicle systems, while V2X networks enable
vehicles to communicate with other vehicles, infrastructure,
and pedestrians, supporting applications like collision avoid-
ance, traffic management, and autonomous driving [58], [59].
Despite the importance of these communication systems, they
are often vulnerable to attacks due to their lack of built-in
security mechanisms. For instance, the CAN bus operates on a
broadcast-based communication model, which means that any
compromised node can potentially send harmful messages to
the entire network [59]. This presents a serious security risk,
as attackers can exploit the lack of message authentication and
inject malicious commands to take control of the vehicle.
ZTA can enhance the security of the CAN bus and V2X
networks by implementing continuous verification processes
that authenticate each message and device before granting
access to the network as in Fig. 5. In the case of the
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CAN bus, ZTA frameworks can enforce strict access control
policies, ensuring that only authorized ECUs can send and
receive messages. Additionally, by using machine learning-
based anomaly detection techniques [60], ZTA can identify
suspicious communication patterns on the CAN bus, allowing
the system to dynamically revoke access for potentially com-
promised ECUs. For V2X communication, ZTA’s dynamic
trust evaluation and risk assessment mechanisms can provide
a more secure environment for vehicle-to-vehicle (V2V) and
vehicle-to-infrastructure (V2I) communication. For instance,
by continuously verifying the trustworthiness of messages
exchanged between vehicles and traffic infrastructure, ZTA
frameworks can prevent replay attacks or the injection of false
data that could disrupt traffic flow or lead to collisions.

C. SUPPORTING EMERGING AUTOMOTIVE TECHNOLOGIES
WITH ZTA

The automotive industry is undergoing rapid transformation
with the development of autonomous driving technologies and
the electrification of vehicles. These advancements introduce
new complexities in vehicle operation, including the need
for real-time decision-making, high-speed data processing,
and integration with external networks. Autonomous vehicles
(AVs), in particular, rely on a combination of sensors, cam-
eras, radar, and artificial intelligence (AI) to perceive their
environment and make driving decisions. This heavy reliance
on digital components increases the vehicle’s exposure to cy-
berattacks [58]. ZTA provides a scalable and adaptive security
framework that can evolve alongside these emerging tech-
nologies. In autonomous driving, for example, ZTA can be
applied to the vehicle’s sensor fusion system, where data from
multiple sensors is combined to generate a comprehensive
understanding of the environment. By continuously verifying
the integrity of the sensor data and applying dynamic access
controls, ZTA ensures that only trusted data sources are used
in decision-making processes, thereby reducing the risk of
sensor spoofing or false data injection.
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In the context of vehicle electrification, ZTA can enhance
the security of energy management systems (EMS) and BMS,
which are responsible for optimizing energy consumption
and ensuring the efficient operation of hybrid and electric
vehicles [61], [62]. By continuously monitoring the commu-
nication between the BMS and other vehicle components,
ZTA can detect and respond to anomalies that could indi-
cate a cyberattack, such as unauthorized battery discharge or
manipulation of power settings. Additionally, as vehicles in-
creasingly integrate with external networks and services (e.g.,
cloud-based navigation, over-the-air software updates) [63],
ZTA can secure these interactions by enforcing least privilege
access policies and performing continuous risk assessments.
For example, ZTA frameworks can verify the authenticity of
software updates before allowing them to be installed, pre-
venting the introduction of malware through compromised
update servers.

D. CHALLENGES AND FUTURE DIRECTIONS FOR ZTA IN
THE AUTOMOTIVE SECTOR

While ZTA offers significant benefits for securing HEVs and
CAVs, its implementation in the automotive sector faces sev-
eral critical challenges that require concrete solutions:

1) RESOURCE CONSTRAINTS AND LIGHTWEIGHT
IMPLEMENTATION

The resource-constrained nature of automotive ECUs presents
a significant challenge for ZTA implementation. To address
this limitation, we propose several lightweight approaches:

e Distributed Trust Evaluation: Implement a hierarchi-
cal trust assessment model where resource-intensive
verifications are offloaded to dedicated security con-
trollers, while ECUs perform lightweight local checks.
This approach can reduce individual ECU computational
overhead by up to 40% [64].

e Optimized Authentication Protocols: Utilize efficient
cryptographic primitives such as Elliptic Curve Cryp-
tography (ECC) with carefully selected key sizes (e.g.,
256-bit) that balance security and performance. This can
achieve a 70% reduction in processing overhead com-
pared to traditional RSA-based approaches.

® Caching and Session Management: Implement intelli-
gent caching of trust decisions with short-lived sessions
(typically 5-10 minutes) to reduce repeated verifications
while maintaining security posture.

2) REAL-TIME REQUIREMENTS AND PERFORMANCE

OPTIMIZATION

The safety-critical nature of automotive systems demands

real-time security enforcement without compromising perfor-

mance. We propose the following strategies:

® Predictive Trust Assessment: Implement pre-emptive

trust evaluation during vehicle idle periods or low-load
conditions, reducing verification latency during critical
operations by up to 60%.
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® Priority-based Security Policies: Develop a multi-tier
security framework where:
— Tier 1 (Critical): Sub-millisecond verification for
safety-critical functions (braking, steering)
— Tier 2 (Important): 1-5 ms verification for system
management functions
— Tier 3 (Regular): 5-20 ms verification for non-critical
functions
® Hardware Acceleration: Utilize dedicated security co-
processors or FPGA-based accelerators for crypto op-
erations, achieving up to 85% reduction in verification
latency.

3) INTEGRATION WITH LEGACY SYSTEMS
The complexity of automotive networks requires careful con-
sideration of integration challenges. We propose the following
architectural patterns:

® Gateway-based Integration:

— Deploy secure gateways at network boundaries to
implement ZTA policies while maintaining compat-
ibility with legacy protocols

— Implement protocol translation layers that enable
seamless communication between ZTA-enabled and
traditional components

— Utilize message authentication codes (MACs) for
CAN bus communications without requiring protocol
modifications

® Modular Security Architecture:

— Design plug-and-play security modules that can be
incrementally deployed

— Implement backward-compatible security wrappers
for legacy ECUs

— Provide standardized APIs for integrating new secu-
rity features

4) FUTURE RESEARCH DIRECTIONS
To further advance ZTA implementation in automotive sys-
tems, we identify several promising research areas:
® Advanced Technologies Integration:
— Explore federated learning for distributed trust model
updates
— Investigate quantum-resistant cryptographic algo-
rithms suitable for automotive ECUs
— Develop blockchain-based trust anchors for vehicle-
to-everything (V2X) communications
® Performance Optimization:
— Research adaptive security policies that dynamically
adjust based on vehicle operation context
— Develop machine learning-based trust prediction
models
— Investigate hardware-software co-design approaches
for optimal security implementation
These proposed solutions and architectural patterns provide
a foundation for implementing practical ZTA frameworks in
automotive systems while addressing the core challenges of
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resource constraints, real-time requirements, and legacy sys-
tem integration. Future work should focus on validating these
approaches through real-world implementations and standard-
ization efforts.

V. ZERO TRUST ARCHITECTURE AND MACHINE
LEARNING FOR CYBERATTACK DETECTION

The growing complexity and interconnectedness of CPSs have
led to an increased demand for advanced cybersecurity mech-
anisms that can provide real-time detection and response to
cyberattacks. Traditional security models, which rely on static
defenses and predefined network perimeters, are no longer
sufficient to protect these dynamic and distributed environ-
ments. ZTA addresses this gap by implementing a “never trust,
always verify” security paradigm that continuously monitors
and authenticates users, devices, and data within a system.
However, to fully leverage the potential of ZTA in CPS en-
vironments, it is increasingly being integrated with machine
learning (ML) techniques to enhance its ability to detect and
mitigate cyber threats [65].

Machine learning algorithms, particularly deep learning
and reinforcement learning [66], offers powerful tools for
continuously assessing system trustworthiness and detecting
anomalous behavior in real-time. By analyzing vast amounts
of data generated by CPSs, ML algorithms can identify pat-
terns and deviations that may indicate malicious activity.
When combined with ZTA’s robust access control mecha-
nisms, ML-driven anomaly detection systems can provide
a comprehensive cybersecurity framework that proactively
identifies and neutralizes threats before they cause significant
damage. This section explores the convergence of ZTA and
ML for cyberattack detection, discussing recent advancements
in the field and highlighting case studies where this integration
has proven effective.

A. MACHINE LEARNING FOR CONTINUOUS
TRUSTWORTHINESS ASSESSMENT IN ZTA

A key challenge in implementing ZTA in CPS environments is
the need for continuous verification of system entities, includ-
ing users, devices, and processes. Unlike traditional systems
where trust is established once during the authentication pro-
cess, ZTA requires ongoing trust assessments to ensure that
entities remain secure throughout their interactions. This is
where machine learning comes into play, enabling dynamic
trust evaluation based on behavioral analysis and historical
data.

Deep learning algorithms, for instance, are well-suited for
continuously analyzing the behavior of system components
and identifying deviations that may signal a cyberattack. By
training deep neural networks on historical data, these al-
gorithms can learn what constitutes “normal” behavior for
a given system and flag any deviations as potential threats.
This approach is particularly effective in detecting stealthy
attacks, such as advanced persistent threats (APTs) and zero-
day exploits, which may not trigger traditional rule-based
detection systems [67]. For example, reinforcement learning
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(RL), a type of ML that learns optimal strategies through
trial and error [66], has been employed to dynamically adjust
access controls based on real-time risk assessments. In a ZTA-
enabled CPS, RL agents can monitor the system’s security
posture and take corrective actions—such as revoking access
privileges or isolating compromised devices—based on the
observed behavior. RL models, which continuously improve
over time as they interact with the system, provide a proactive
approach to maintaining trustworthiness in ZTA [21].

B. ZTA INTEGRATED WITH MACHINE LEARNING

One of the most promising applications of machine learn-
ing (ML) in ZTA is the development of intelligent intrusion
detection systems (IDS) that provide real-time monitoring,
pattern recognition, and anomaly detection within CPSs. Tra-
ditional IDSs, which rely on predefined attack signatures
and static rule sets, struggle to adapt to the rapidly evolving
threat landscape. In contrast, ML-enhanced IDSs leverage
advanced pattern recognition capabilities to identify novel
and sophisticated attack vectors that can bypass conventional
defenses [68]. In a ZTA framework, ML-based IDSs continu-
ously analyze network traffic, device interactions, and system
logs to uncover patterns indicative of malicious activity.
These systems utilize unsupervised learning techniques, such
as clustering and anomaly detection, to identify previously
unseen attack patterns. Meanwhile, supervised learning mod-
els, such as classification algorithms, are trained on labeled
datasets of known attacks to classify and respond to threats in
real-time [51]. This dynamic and adaptable approach provides
a more comprehensive defense mechanism against zero-day
and advanced persistent threats (APTs), which are difficult to
detect with traditional rule-based IDSs.

For example, a ZTA-enabled IDS might use deep learning
to monitor communication between CPS components, such
as sensors and control systems. By comparing real-time data
against historical baselines, the IDS can detect anomalies that
suggest an attacker may be injecting false data or manip-
ulating control signals. When combined with ZTA’s access
control mechanisms, the IDS can automatically isolate com-
promised devices or restrict their access to critical system
functions, preventing the attack from propagating. This in-
tegration of ZTA and ML enhances the system’s resilience
by responding dynamically to detected threats. Recent studies
demonstrate the effectiveness of integrating ML with ZTA to
bolster IDS capabilities. Sedjelmaci et al. [65] introduced a
ZTA-based attack detection framework for CPSs that employs
machine learning algorithms to continuously assess system
security. Their framework combines supervised and unsuper-
vised learning techniques to detect anomalies in real-time,
focusing on preventing zero-day attacks that evade traditional
signature-based IDSs. Machine learning techniques, including
deep reinforcement learning and classification algorithms, are
utilized to calculate trust values, enforce access control poli-
cies, and automate the deployment of ZTA [69], [70], [71].
These approaches show improved accuracy and performance
compared to conventional security models, reinforcing the
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argument for integrating ZTA with ML to address modern
network security challenges.

Furthermore, several innovative approaches have been pro-
posed to optimize ZTA-ML integration. Feng and Hu [21]
introduced a Cyber-Physical-ZTA with a multi-layer ac-
cess control engine, integrated with a deep reinforcement
learning-based policy optimizer, which enhances detection
of cross-layer attacks. Lei et al. [72] presented an edge-
enabled ZTA for Industrial CPS (ICPS), emphasizing spatial
and temporal granularity through edge segmentation and
continuous authentication. This approach ensures real-time
detection and mitigation of cyber threats by optimizing the
system’s response based on contextual information from the
network edge. Another notable advancement comes from Guo
et al. [73], who proposed a trust evaluation scheme for Fed-
erated Learning (FL) in Digital Twin (DT)-enabled mobile
networks. Their work demonstrates how trust evaluation, in-
tegrated with ML, can improve the reliability of federated
learning models while enhancing resistance to attacks, such
as data poisoning. This hybrid approach offers a decentralized
yet secure mechanism for managing trust in distributed sys-
tems, providing an added layer of protection in mobile and
IoT networks.

By integrating ZTA with machine learning, these frame-
works not only enhance cyberattack detection capabilities but
also offer more adaptive and scalable security solutions for
complex network environments. As ZTA evolves to address
the unique security challenges of modern CPSs and networks,
ML will play a pivotal role in shaping the future of intelligent,
self-defending systems.

C. CHALLENGES AND FUTURE DIRECTIONS

While integrating ZTA and machine learning offers signif-
icant advantages for cyberattack detection, it also presents
several challenges. One of the primary challenges is the
computational complexity of training and deploying machine
learning models, particularly in resource-constrained CPS
environments. Many CPS components, such as embedded
sensors and control units, have limited processing power and
memory, making it difficult to implement large-scale ML
models without impacting system performance. To address
these challenges, future research should focus on developing
lightweight machine-learning algorithms that can be effi-
ciently deployed in ZTA-enabled CPSs. Techniques such as
edge computing, where ML models are trained and deployed
at the network’s edge, could help reduce the computational
burden on central systems while maintaining real-time detec-
tion capabilities.

Additionally, the dynamic nature of CPS environments
presents a challenge for ML models, which must continuously
adapt to changing system behaviors and emerging threats. De-
veloping adaptive learning techniques, such as online learning
and continual learning [74], could enable ML models to
evolve alongside the CPS, ensuring they remain effective over
time.
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VI. CYBER-PHYSICAL HYBRID ELECTRIC VEHICLES
(CP-HEVS)

Cyber-physical hybrid electric vehicles (CP-HEVs) represent
a modern instantiation of CPSs, where the physical and cyber
layers are intricately intertwined. The physical layer in a CP-
HEYV consists of components such as the internal combustion
engine, high-voltage battery, electric motor, power converters,
and mechanical load units, while the cyber layer encom-
passes controllers, digital communication systems, in-vehicle
networks, and V2X communication systems [75], [76]. The
tight integration between these layers facilitates the dynamic
control of the vehicle’s performance but also exposes it to
complex cyber vulnerabilities.

In the context of CP-HEVs, cross-layer interactions are
critical, as illustrated in Fig. 6. The cyber components han-
dle the management and control of the physical processes,
enabling real-time adjustments based on data-driven insights.
However, this interconnectivity also introduces significant se-
curity concerns—digital compromises in the cyber layer can
propagate to the physical layer, leading to the malfunctioning
of vital systems such as braking, steering, or battery man-
agement. The propagation of malware, horizontal movement
of attacks, and the potential for cascading system failures
emphasize the importance of establishing a robust and holis-
tic security framework for CP-HEVs [21]. The complexity
of these vehicles highlights the need for advanced security
frameworks such as ZTA, where continuous trust evaluation
across both cyber and physical layers becomes essential for
operational safety and resilience.

VII. UNIQUE REQUIREMENTS AND CHALLENGES FOR ZTA
IN CP-HEVS

CP-HEVs present unique challenges for the application of
ZTA due to the inherent complexity of their physical and
cyber components. Traditional ZTA models often focus on
purely cyber environments, but CP-HEVs necessitate a cross-
layered approach that integrates both physical and digital
processes. This section delves into the specific challenges
and requirements for implementing ZTA in CP-HEVs, high-
lighting the need for cross-layer trust, component-level risk
assessment, and real-time security adaptations.

A. CROSS-LAYER TRUST ASSESSMENT
The interdependency between the cyber and physical layers
in CP-HEVs demands a robust trust evaluation mechanism
that spans across these layers. In traditional IT systems, ZTA
primarily focuses on verifying trust within the digital (cyber)
domain. However, in CP-HEVs, the physical layer (such as
the electric motor, battery, and powertrain) interacts closely
with the cyber layer (control systems, sensors, communication
protocols), requiring a more holistic trust model.

A Cross-Layer Trust Function can be defined to assess the
trustworthiness of both the cyber and physical components
simultaneously:

Ter(t) =a- Tcyber(t) +8- Tphysical ) (D
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FIGURE 6. Cyber-physical diagram of a series HEV.

where:
® Tiyper(t) represents the trust score of the cyber compo-
nents at time 7,

® Tonysical () represents the trust score of physical compo-

nents at time ¢,

® ¢ and B are weighting factors reflecting the relative im-

portance of each layer in different operational contexts,
witha + 8 = 1.

This cross-layer trust evaluation ensures that any compro-
mise in the cyber layer, such as a hacked controller, does not
propagate unchecked to physical components that control crit-
ical vehicle operations like braking or power distribution. The
weighting factors o and B can be adjusted dynamically based
on system context, making the trust evaluation responsive to
real-time conditions [21].

B. AUTOMATIC IDENTIFICATION OF HIGH-RISK
COMPONENTS

In CP-HEVs, certain components are inherently more vul-
nerable to cyber threats due to their critical roles in both
vehicle operation and data processing. Identifying these high-
risk components is essential for prioritizing security resources
and ensuring system integrity. The risk associated with a com-

ponent i can be quantified using a Risk Function:
Ri = MV 4+ MG + Asl; 2

where:
e V; is the vulnerability score of component i,
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e (; represents the criticality of the component in the over-

all system architecture,

e J; denotes the degree of interconnectivity or interaction

with other components,

® X1, A2, A3 are weights assigned to each factor based on

their relative importance.

By automatically calculating R; for each component, secu-
rity systems can dynamically identify which components are
most susceptible to attack and prioritize protective measures
accordingly. For example, a high C; for the battery manage-
ment system (BMS) in a CP-HEV would warrant additional
layers of protection, especially since failure in this component
could disrupt both physical and cyber operations.

C. SPATIAL AND TEMPORAL ACCESS GRANULARITY
CP-HEVs require a sophisticated access control framework
that considers both spatial and temporal dimensions. Un-
like traditional IT systems, where access control policies
may be applied uniformly, CP-HEVs have diverse operational
contexts and a wide range of interacting components, from
mechanical actuators to data-gathering sensors.

1) SPATIAL GRANULARITY

Spatial granularity focuses on applying distinct access con-
trol policies to different parts of the system. For example,
more stringent security measures might be applied to high-
criticality zones such as the vehicle’s powertrain or braking
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system, while less sensitive components like infotainment sys-
tems might have more relaxed policies. The Access Control
Function A pusiq (x) could be modeled as:

1 if access is granted to zone/component x,
0 if access is denied to zone/component x.

3)

This ensures that access to critical components is tightly

controlled, preventing lateral movement of attackers from less
critical to more vital systems.

Aspat ial (x) = {

2) TEMPORAL GRANULARITY

Temporal granularity involves adjusting access control based
on time-sensitive factors. For instance, access policies might
be more restrictive during certain operational states (e.g.,
when the vehicle is in motion or under high load). The
Time-Varying Access Control Function A; e poral (t) could be
expressed as:

Avemporat (1) = 1 ?f access 1s allo.wed du'rmg'tlme t, @
0 if access is denied during time 7.

This allows the ZTA framework to dynamically adapt to
changing operational contexts, such as driving vs. stationary
modes, ensuring continuous security without static and poten-
tially outdated policies [72].

D. ADAPTIVE COMPONENT INVENTORY CONTROL
Maintaining an accurate and adaptive component inventory
is a key challenge in ZTA for CP-HEVs. Unlike traditional
vehicles, CP-HEVs consist of a wide array of interconnected
devices, each with its own function and security requirements.
For ZTA to be effective, the system must maintain an up-to-
date inventory of all devices, track their behavior, and respond
to changes in real-time. A dynamic Inventory Control Func-
tion /() can be used to track the status and behavior of each
device within the system:

I(t) = f(C(t), M()) ®)

where:

e (C(t) represents the set of active components at time #,

e M(t) denotes the status of these components (e.g., active,

compromised, idle),

® f(-) is the function that updates the inventory based on

real-time data.

This inventory control process ensures the system has an
accurate and constantly updated view of its components, en-
abling the Policy Decision Point (PDP) to make informed
access decisions based on real-time data [21].

E. BEHAVIOR PROFILING MECHANISM

Behavior profiling in CP-HEVs is a crucial aspect of ZTA,
as it allows the system to establish a baseline for normal
operational behavior and detect deviations that may indicate
potential threats. Each critical component (e.g., electric motor,
powertrain control module, or onboard diagnostics system)
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can have its own behavior profile, developed from monitoring
its typical operating patterns under different conditions.

The Behavior Profile B;(t) for each component i can be
represented as a set of key behavior metrics:

Bi(1) = {x1(t), x2(t), ..., xp (1)} (6)

where x (1) represents a specific performance or communica-
tion metric at time ¢.

Anomalous behavior can be detected by calculating the
deviation from the established baseline behavior B, (1):

AB;(r) = |Bi(t) = Biyy,, ()l )

If AB;(t) exceeds a predefined threshold 6, the system can
flag the component for further inspection or isolate it from
critical operations.

F. TRUST SCORE CALCULATION AND UPDATE
MECHANISMS

In CP-HEVs, trust must be continuously re-evaluated for
each component based on its interactions and observed be-
havior [77]. Trust scores 7;(t) can be computed using both
historical data and real-time behavior analysis:

Ti(t) = aH;(r) + (1 — a)Bi(7) ®)

where:
® H;(t) is the historical trust score for component i,
® B;(t) is the real-time behavior score,
® ¢ is a weighting factor that balances the influence of
historical behavior versus real-time data.
The Trust Score Update Function incorporates both a time-
shifting window and a time-weighted decay mechanism:
¢ Time-shifting window: Only data within a specific win-
dow of time is considered, with older data discarded.
* Time-weighted decay: A forgetting factor A is applied to
reduce the influence of older trust scores:

Tupdated([) =0 =21) - Tog +* - Thew )

This approach ensures that trust scores are always reflective
of recent behavior while still considering the component’s
past performance [77], [78].

G. QUICK RESPONSE MECHANISM

When a cyberattack is detected in a CP-HEV, the system must
respond quickly to prevent further damage. The Response
Function R(¢) can be modeled as:

Isolate component i if anomaly detected in i,

R(r) = e
if widespread threat detected.

(10)

Reconfigure system

This function enables the system to dynamically isolate
compromised components, reroute control signals, or shut
down parts of the vehicle to prevent cascading failures. A
quick response mechanism, especially in a ZTA framework,
relies on a combination of historical and real-time data to
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make informed decisions that balance system performance
with security.

VIIl. ATTACK MODEL AND DETECTION SCHEME
A. REPLAY ATTACK MODEL
In the context of replay attacks, the attacker maliciously ma-
nipulates the measurements by repeating or delaying them.
Let Y be the set of past information, and y be the compromised
measurement. The replay attack can be represented as:
yeY (11)
where y is a member of the set Y, indicating that the com-
promised measurement is a repetition or delay of a previous
measurement. The attacker designs the replay attack to be
highly stealthy, ensuring no alarms are triggered in the vehi-
cle’s control systems [50]. By carefully selecting the repeated
or delayed measurements, the smart attacker aims to evade
detection and maintain the illusion of normal operation,
misleading the vehicle’s control systems by providing false
information about the battery’s SoC by manipulating the SoC
measurements. This can cause the high-voltage battery to ex-
ceed its preset limits, possibly leading to thermal runaway.
Details regarding the attack design can be found in [50].

B. REPLAY DETECTION SCHEME

In this proposed scheme, a GRU network is used to estimate
the battery’s SoC in a HEV. The choice of GRU is motivated
by its balance between predictive performance and computa-
tional efficiency, which is particularly important in real-time,
resource-constrained environments such as BMSs. While both
GRU and Long Short-Term Memory (LSTM) networks are
capable of learning long-term dependencies in sequential data,
GRUs have a simpler architecture with fewer trainable param-
eters. This leads to faster training and inference times, making
GRUs more suitable for deployment in embedded automotive
platforms where latency and computational overhead must
be minimized. Furthermore, recent studies have shown that
GRUs can achieve a performance comparable to or better
than LSTMs in time series forecasting tasks, especially when
training data are limited or when interpretability and model
simplicity are prioritized [79]. Given these considerations,
the GRU architecture was selected for estimating SoC in this
study. The mathematical formulation of the GRU is as fol-
lows:

7 =0W, - [h—1,x]) (12)
1 =0oW, - [hi_1,%]) (13)
ht = tanh(W - [r, x ht — 1, x/]) (14)
= —z)%h_1+z %h (15)

where z; is the update gate, r, is the reset gate, /i, is the
candidate activation, and /%, is the output of the GRU at time
step t. W,, W,., and W are the weight matrices, and o and tanh
are the sigmoid and hyperbolic tangent activation functions,
respectively. The input data to the GRU consists of a time
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series of battery SoC values, denoted as s. A sliding window
approach prepares the data for training and prediction. The
sliding window length, denoted as m, determines the number
of historical SoC values used as input features for the GRU
model. The number of future SoC values to be predicted is de-
noted as n. The input features can be represented as x;—1.2, .. m,
where x; = [s;i, Si+1, .- ., Sitm—1]. The target values for the
GRU model are the future SoC values. For every timestamp,
the GRU estimates a value for the battery SoC, denoted as
y. To analyze the performance of the GRU in terms of the
estimation task, the difference between the actual SoC (y)
and the estimated SoC () is computed at each timestamp and
represented as the Error of Estimation (EoE) [75]:

EoE(t) = y(t) — 9(¢)

where 7 represents the timestamp index. It is important to note
that when the vehicle is operating under normal conditions
without any interruption (i.e., non-attack scenarios), the value
of the actual battery SoC (y) and the estimated SoC (¥) by
the real-time reference models (GRU) will be almost equal,
and thus EoE(z) ~ 0. However, if the HEV is under a replay
attack, the value of the battery SoC (y) will deviate from the
estimated value. Thus, a significant difference between the
values of y and § will be observed. As a result, the value of
EoE(?) for the attacked instances will be much higher or lower
than zero, i.e., EoE(¢) > 0 or EoE(r) « 0.

Considering the different variations of data present in EoE,
Inter Quartile Range (IQR) is applied to EoE to identify the
replay attacks from the detection signal (EoE) [80]. IQR is
applied to set the Upper Bound (UB) and Lower Bound (LB)
range. The data points that fall below the LB or above the UB
are tagged as outliers, and those that fall within the range of
LB and UB are tagged as benign or normal data points. As per
the logic of IQR, EoE is separated into quartiles Q1, 0>, and
03, where Qg represents the lower quartile or 25th percentile
of the data, O, represents the median, and Q3 represents the
upper quartile or 75th percentile of the data. The IQR is
calculated by finding the difference between Q3 and Q. The
mathematical representations to find the values of LB and UB
are shown below.

(16)

IQR = Q3 — 0 A7)
IQR ranges = {LB =01 — B xIQRUB = Q3+ 8 x IQR
(18)

where f is the multiplier, a positive constant determining how
far the bounds will extend from the quartiles. To significantly
impact the vehicle’s battery units, the replay attack must per-
sist for a certain duration. As a result, a continuous high
variation of data points in EoE is observed for a duration,
and thus, multiple outliers are detected one after another.
It is important to note that, apart from the replay attack,
large variations in the input data or non-uniformity present
in the values of input parameters may also lead to the sudden
occurrence of outliers sometimes. Therefore, to successfully
identify the replay attacks, a mechanism is defined to check
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for the occurrence of consecutive outliers one after another up
to a certain window size g.

C. EVALUATION METRICS

To comprehensively assess the performance of the IQR-based
replay attack detection method, we establish four complemen-
tary metric categories. These metrics collectively evaluate the
detection accuracy, temporal characteristics, boundary effec-
tiveness, and baseline deviation patterns of the system.

1) SEVERITY DETECTION ACCURACY

This metric quantifies the magnitude and distribution of de-
tected deviations. The mean deviation (ugey) and standard
deviation (ogey) provide insights into the severity of de-
tected attacks, while accounting for their variability. Higher
deviation magnitudes typically indicate more severe attack
attempts, while the standard deviation reveals the consistency
of attack patterns.

Deviation Magnitude = {|x;| : i € outlier_indices}  (19)
|
Hdev = ; i
N
Gaev = | 7 D (1l = taer)? (20)
i=1

While severity metrics quantify the magnitude of attacks,
understanding their temporal distribution is essential for com-
prehensive system security assessment.

2) DETECTION TIMING ANALYSIS

Temporal characteristics are analyzed through inter-detection
intervals (At;) and detection density. These metrics reveal the
temporal distribution of attacks and the system’s response
timing, providing insights into attack patterns and system vul-
nerability windows.

Ati =tiy1 —t;, i € outlier_indices (21)
outlier_indices
Detection Density = |}—| (22)
=
Mean Gap = —— At;
N—1+4
i=1
Max Gap = max{Af;} (23)
1

The effectiveness of detection boundaries plays a crucial
role in distinguishing between normal operation and attack
scenarios.

3) IQR BOUNDARY EFFECTIVENESS

The effectiveness of the IQR boundaries is assessed through
the containment ratio, boundary range, and symmetry. These
metrics evaluate the method’s ability to distinguish between
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normal operations and attack scenarios, while maintaining
sensitivity to genuine deviations.

[{x; : LB < x; < UB}|

Containment Ratio = T 24)
Boundary Range = UB — LB
Boundary Symmetry = ||[UB| — |LB]| 25)

To complete the assessment framework, we analyze the sys-
tem’s deviation from its expected baseline behavior.

4) ZERO-DEVIATION ANALYSIS

This category examines the system’s behavior relative to the
zero-error baseline, using the zero proximity ratio and Root
Mean Square Error (RMSE) to quantify the overall deviation
from normal operation. The zero proximity ratio indicates
the proportion of time the system operates within normal
parameters, while RMSE provides a quadratic scoring rule
that measures the magnitude of error.

[{xi : || < €}
T

1 T
72

Zero Proximity Ratio = (26)

RMSE = Q27

where:

x; represents the Error of Estimation (EoE) at time i

N is the number of detected outliers

T is the total number of time points

€ is the zero-proximity threshold

LB and UB are the lower and upper bounds respectively
t; represents the time index of the i-th outlier

IX. SIMULATION AND RESULTS ANALYSIS

This section presents the evaluation results of the proposed
cyberattack detection methodology. The simulation setup
involves a series of hybrid powertrain systems for high-
speed tracked, off-road vehicles established on the MATLAB
Simulink platform. Detailed information regarding the vehicle
model is captured in [81]. The vehicle model is further veri-
fied on the speed goat simulator to implement the proposed
scheme, and the model training and testing data is gener-
ated. The design of the GRU-based estimation is carried out
using a Python simulator. The performance of the proposed
model is evaluated under both normal (non-attack) and attack
scenarios. During the data collection phase, a sampling rate
of 5 ms is adopted, and a highway drive cycle is used. The
dataset consists of 31,564 samples used to train the GRU
models. The dataset is split into two subsets for the training
process: 50% of the data serves as the bedrock for training,
while the remaining 50% is dedicated to the testing phase.
The GRU model is initially trained, validated, and tested with
the training dataset under a normal scenario in an open-loop
configuration. This means that during the training phase, the
actual measured values of the target variable (y) are used as
inputs to the GRU model.
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FIGURE 7. Comparison of actual and estimated battery SoC during a
highway drive cycle.

After training, the trained GRU model estimates the dataset
under normal and attack scenarios using a closed-loop format,
where the predicted value of y (¥) is used as input for the
next time step instead of the measured value of y. The actual
value of y is not given to the model during estimation; instead,
it serves as a ground truth to assess its performance. This
closed-loop configuration allows for evaluating the model’s
ability to estimate the battery’s SoC based on its own predic-
tions, simulating a real-world scenario where the measured
values may not always be available or reliable. To detect the
replay attack, the output obtained from the GRU model is
further analyzed using the IQR technique. The performance of
the proposed cyberattack detection methodology is measured
using several evaluation metrics, which assess the accuracy
and effectiveness of the detection scheme.

A. MODEL OUTPUT ANALYSIS

The GRU network architecture employed in this study con-
sists of two GRU layers, three hidden layers with 64, 32, and
16 neurons, respectively, and a leaky ReL.U activation func-
tion. This architecture is designed to effectively capture the
temporal dependencies and patterns in the battery SoC data.
Fig. 7 presents a visual comparison of the actual measured
battery SoC (y) and the estimated SoC (¥) generated by the
trained GRU model. A blue plot represents the actual SoC
values, while a red plot depicts the estimated SoC values.
This case study focuses on a highway drive cycle scenario. As
can be seen in Fig. 7, the estimated SoC values closely align
with the actual measured values throughout the time series.
This alignment indicates that the GRU model has successfully
learned and captured the underlying patterns and dynamics
of the battery SoC during the normal operating conditions
of the highway drive cycle. To quantitatively assess the es-
timation accuracy, the Root Mean Squared Error (RMSE)
between the predicted and actual SoC values was computed
and found to be approximately 2.41 x 10~*, demonstrating
the model’s high precision in reproducing battery behavior.
The low RMSE underscores the effectiveness of the GRU ar-
chitecture in modeling complex temporal dynamics in battery
systems.
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FIGURE 9. Outlier Detection using IQR.

B. RESULTS UNDER REPLAY ATTACK SCENARIO

The trained GRU model estimates the battery’s nth SoC value
during the replay attack scenario. In this scenario, the attack is
modeled using (1) to mislead the battery controls stealthily to
violate the vehicle’s charging and discharging process. Fig. 8
shows the model’s plot of actual and estimated battery SoC
data. It can be observed that the actual and estimated data are
almost close to one another, except during the replay attack
session, where there is a deviation. A significant difference
between the actual and estimated data can be observed for the
attacked duration.

Fig. 9 shows the EoE between the actual and estimated
data during the attack phase. As can be observed, the model
shows a huge difference in EoE for the attacked period. To
distinguish both the attacks and outliers from normal values,
the IQR is applied to EoE, and thus, an upper bound and lower
bound are set following (8) and (9), where the value of  is set
to 0.25 based on a heuristic. The upper and lower dotted lines
represent the upper and lower ranges defined by IQR.

Several outliers are detected along with the actual attacks,
which are not replay attacks but rather large variations in
the input data or non-uniform values present in the input
parameters, leading to these sudden occurrences of outliers.
Therefore, to identify the replay attack instances out of all the
outliers given by IQR, a window size g is set to 7. The replay
attacks are uniquely identified by considering the consecutive
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TABLE 2. Summary of Detection System Performance Metrics

Category Metric Value
Mean Deviation 1.26
Severity Analysis Maximum Deviation 2.39
Standard Deviation 0.3941

Mean Detection Gap (steps) 3.7
344.0

Temporal Analysis Maximum Gap (steps)
Detection Density (%) 25.75
Containment Ratio (%) 74.25
Boundary Effectiveness Boundary Range 1.62
Boundary Symmetry 0.0028
Mean Deviation from Zero 0.63
Zero-Deviation Analysis | Zero Proximity Ratio (%) 4.40
RMSE 0.7795

7 numbers of outliers that appeared one after another. The
value of g is selected based on experimentation, as for any out-
liers to have a significant impact on the high-voltage battery,
they have to persist for more than five timesteps. By setting
the window size g to 7 and considering the consecutive out-
liers, the proposed method effectively distinguishes between
actual replay attacks and outliers caused by large variations
or non-uniformity in the input data. This approach ensures
that only the genuine replay attack instances are identified,
minimizing false positives and enhancing the accuracy of the
attack detection system.

C. DETECTION PERFORMANCE ANALYSIS

The comprehensive evaluation of the performance of the
detection system is summarized in Table 2, followed by a
detailed analysis of multiple categories of metrics.

1) SEVERITY ANALYSIS

The severity metrics indicate significant and consistent at-
tack detection capabilities. The mean deviation of 1.26 units
from normal operation proves substantial, particularly when
compared to the IQR bounds of £0.81 units. The maximum
observed deviation reached 2.39 units, approximately three
times the IQR bound, demonstrating the system’s ability to
detect severe attacks. Notably, the low standard deviation of
0.3941 suggests consistent attack severity levels, indicating
systematic rather than random attack patterns.

2) TEMPORAL DISTRIBUTION

Temporal analysis revealed distinct patterns in attack occur-
rence and detection. The system exhibited an average gap of
3.7 time steps between consecutive detections, indicating fre-
quent monitoring capability. However, a significant maximum
gap of 344 time steps was observed, corresponding to a no-
table quiet period between 800-1200 seconds. The detection
density of 25.75% indicates that approximately one-quarter
of all time points were flagged as potential attacks, suggesting
a balanced sensitivity in the detection system.

3) BOUNDARY EFFECTIVENESS

The IQR boundary implementation demonstrated high ef-
fectiveness in distinguishing between normal operations and
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attack scenarios. The containment ratio of 74.25% indicates
that a substantial majority of EoE values fall within the
established IQR bounds, validating the chosen boundary pa-
rameters. The boundary range of 1.62 units provides an
effective detection window while maintaining reasonable sen-
sitivity. Most notably, the near-zero boundary symmetry value
(0.0028) confirms almost perfect symmetry around zero, en-
hancing the reliability of error detection.

4) BASELINE DEVIATION ASSESSMENT

Analysis of zero-deviation metrics revealed significant in-
sights into system behavior. The mean deviation from zero
of 0.63 units indicates substantial attack activity, while the
low zero proximity ratio of 4.4% suggests either frequent
attack occurrences or the presence of baseline system noise.
The RMSE value of 0.7795 provides a weighted measure of
error magnitude, confirming the significant impact of detected
deviations.

5) SYSTEM PERFORMANCE SUMMARY
The collective analysis of these metrics demonstrates several
key strengths of the implemented detection system:

1) Balanced Detection Sensitivity: The combination of
symmetric bounds and reasonable containment ratio
(74.25%) indicates well-calibrated detection thresholds.

2) Consistent Attack Recognition: The low standard de-
viation in attack severity (0.3941) suggests systematic
attack pattern recognition.

3) Effective Temporal Monitoring: Despite significant
quiet periods, the system maintains consistent detection
capabilities with an average gap of 3.7 time steps be-
tween detections.

4) Robust Threshold Implementation: The detection den-
sity of 25.75% demonstrates a balanced approach to
attack identification without oversensitivity.

These results validate the effectiveness of the IQR-based
approach for replay attack detection while highlighting areas
for potential optimization in handling extended quiet periods
and baseline noise reduction.

X. CHALLENGES AND FUTURE DIRECTIONS

As ZTA continues to gain traction in securing CPSs, inher-
ent challenges must be addressed to ensure its widespread
adoption and effectiveness. While ZTA provides a robust
security framework with its “never trust, always verify” prin-
ciple, implementing it in highly dynamic and heterogeneous
CPS environments, such as HEVs and autonomous systems,
presents several limitations. These challenges include issues
related to scalability, performance overhead, and the inte-
gration of ZTA with legacy systems. In response, ongoing
research efforts should focus on developing more efficient
ZTA frameworks, reducing computational complexity, and
enhancing the adaptability of ZTA for future CPS deploy-
ments. This section discusses these challenges and explores
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potential future research directions to advance ZTA for CPS
environments.

A. SCALABILITY CHALLENGES IN ZTA FOR CPSS

One of the primary challenges facing ZTA implementation
in CPS environments is scalability. CPSs typically consist
of a large number of distributed components, including sen-
sors, actuators, control units, and communication systems,
all interacting in real-time. Scaling ZTA to secure every
interaction between these components requires continuous
authentication, real-time risk assessments, and fine-grained
access controls across multiple layers of the system.

ZTA inherently involves complex, continuous processes
such as verifying user identities, monitoring device behavior,
and dynamically adjusting access rights. As the number of
devices and interactions in a CPS increases, the computa-
tional burden on the system grows significantly. This presents
a substantial challenge, particularly in large-scale systems
such as smart cities, industrial control systems, and vehicu-
lar networks, where numerous devices must be continuously
authenticated and monitored. To address scalability issues,
researchers are investigating distributed ZTA models that dis-
tribute the responsibility of trust evaluation across multiple
entities within the system. These distributed models reduce
the centralization of security functions, enabling CPSs to
maintain a high level of security without overburdening any
single component. However, achieving the right balance be-
tween security and system performance in these distributed
models remains an ongoing challenge.

B. PERFORMANCE OVERHEAD AND COMPUTATIONAL
COMPLEXITY

Another critical challenge is the performance overhead intro-
duced by ZTA, particularly in resource-constrained environ-
ments like embedded systems used in HEVs and autonomous
vehicles. These systems have limited processing power, mem-
ory, and energy resources, making it difficult to implement the
continuous verification and monitoring required by ZTA with-
out adversely affecting system performance. The continuous
verification of all interactions in a ZTA framework—ranging
from device authentication to real-time anomaly detection—
can introduce latency, which is unacceptable in safety-critical
CPS environments such as HEVs. For example, in au-
tonomous driving or vehicular control systems, even slight
delays in processing security checks can lead to system per-
formance degradation or, worse, safety risks. The challenge
is to implement ZTA without compromising the real-time
operational requirements of CPSs.

One promising approach to reducing the performance over-
head is leveraging edge computing, where computationally
intensive tasks are offloaded from central controllers to edge
nodes closer to the devices. This reduces latency and improves
real-time responsiveness. In HEVs, for instance, edge-based
ZTA systems could enable continuous monitoring of vehicle
components without overwhelming the vehicle’s central con-
trol unit. Additionally, lightweight encryption protocols, such
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as elliptic curve cryptography (ECC), have shown promise in
resource-constrained environments due to their lower compu-
tational overhead compared to traditional algorithms.

C. INTEGRATION WITH LEGACY SYSTEMS

The integration of ZTA with legacy systems presents a signif-
icant challenge for its adoption in CPS environments. Many
existing CPSs, particularly in the industrial and automotive
sectors, rely on legacy systems that were not designed with
modern cybersecurity needs in mind. These systems often
lack the computational capacity and architectural flexibility to
support the rigorous requirements of ZTA, such as continuous
identity verification and dynamic access control.

Retrofitting legacy systems to accommodate ZTA can be
both costly and technically challenging. Legacy devices may
use outdated communication protocols, limited cryptographic
capabilities, and centralized security models that conflict with
ZTA’s decentralized and dynamic approach. Moreover, up-
grading these systems to support ZTA without disrupting their
core functionality can be complex, particularly in industries
like manufacturing and energy, where downtime can have se-
rious financial and operational consequences. To address this
challenge, researchers are exploring hybrid security models
that combine elements of ZTA with more traditional security
mechanisms, offering an incremental upgrade path for legacy
systems. For instance, hybrid models could maintain tradi-
tional firewall protections while introducing ZTA concepts
such as continuous monitoring and least-privilege access con-
trols. This enables organizations to implement ZTA principles
gradually without requiring a complete overhaul of their ex-
isting infrastructure.

D. EFFORTS TO REDUCE COMPUTATIONAL COMPLEXITY IN
ZTA FOR HEVS

Reducing the computational complexity of ZTA is a key fo-
cus in resource-constrained CPS environments, where devices
such as sensors, actuators, and embedded controllers operate
with limited processing power, memory, and energy capac-
ity. In HEVs, for example, embedded control units (ECUs)
must execute safety-critical tasks in real-time, leaving lit-
tle room for additional security operations that could slow
down the system. To overcome this limitation, researchers are
developing lightweight ZTA solutions specifically designed
for low-power ECUs and other constrained devices. These
solutions aim to minimize the overhead associated with con-
tinuous verification and monitoring while maintaining the
integrity of the ZTA framework. For example, Trusted Plat-
form Modules (TPMs) and secure enclaves [82] can offload
security-related computations from the main processor, reduc-
ing the performance impact on the system.

Additionally, the use of federated learning is being ex-
plored to enable decentralized trust evaluation and anomaly
detection in resource-constrained CPSs. By distributing the
computational workload across multiple devices in the net-
work, federated learning allows ZTA frameworks to assess the
trustworthiness of devices locally, without requiring all data
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to be sent to a central server for processing. This approach not
only reduces the computational burden on individual devices
but also improves the scalability and resilience of the system
as a whole.

E. FUTURE RESEARCH DIRECTIONS

Building on our findings, we identify specific research chal-
lenges and propose concrete methodologies for advancing
ZTA in CPS environments, particularly for HEVs:

1) OPTIMIZATION OF REAL-TIME TRUST EVALUATION
Research Questions:
® How can we achieve sub-millisecond trust evaluation for
safety-critical ECUs while maintaining 99.9% accuracy?
e What is the optimal balance between detection la-
tency and false positive rates in resource-constrained
environments?
Proposed Methodologies:
® Development of hardware-accelerated trust evaluation
algorithms targeting 0.5 ms response time
® Implementation of multi-level trust caching mechanisms
with configurable refresh rates
e Quantitative analysis of trade-offs between security
strength and computational overhead

2) INTEGRATION WITH LEGACY AUTOMOTIVE SYSTEMS
Research Questions:
e How can ZTA principles be applied to CAN bus commu-
nications without requiring protocol modifications?
e What are the minimum hardware requirements for im-
plementing ZTA in existing ECUs?
Proposed Methodologies:
® Development of lightweight authentication protocols for
CAN bus with less than 1 ms overhead
e Design of backward-compatible security wrappers for
legacy ECUs
® Empirical evaluation of performance impact on existing
vehicle networks

3) AI-ENHANCED ATTACK DETECTION
Research Questions:
® How can deep learning models be optimized for real-
time attack detection with limited computational re-
sources?
e What is the minimum dataset size needed for reliable
attack detection in different driving conditions?
Experimental Approaches:
® Development of compressed neural networks targeting
90% accuracy with less than 1 MB model size
e Investigation of transfer learning techniques to reduce
training data requirements by 50%
® Implementation of online learning algorithms for contin-
uous model adaptation
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4) SCALABLE TRUST MANAGEMENT
Research Questions:
e How can trust scores be effectively propagated across
different subsystems while maintaining consistency?
e What metrics should be used to quantify trust in different
operational contexts?
Proposed Investigations:
® Development of hierarchical trust management frame-
works supporting more than 1000 nodes
® Implementation of context-aware trust scoring mecha-
nisms with less than 10 ms update intervals
e Evaluation of distributed trust consensus algorithms for
vehicle networks

5) QUANTUM-RESISTANT SECURITY MEASURES
Specific Challenges:
® How can post-quantum cryptographic algorithms be im-
plemented with less than 5 ms latency on automotive
ECUs?
e What are the memory and processing requirements for
different quantum-resistant algorithms?
Research Methodology:
e Comparative analysis of lattice-based vs. hash-based sig-
natures for automotive applications
e Development of hybrid classical-quantum resistant
protocols
e Performance benchmarking on representative automo-
tive hardware platforms

XI. CONCLUSION

This article has explored the critical role of ZTA in ad-
dressing the evolving security challenges that modern HEVs
face. Through our comprehensive analysis of ZTA tailored
specifically for vehicular cyber-physical systems, we have
highlighted the need for effective modeling of interlayer pen-
etration between the cyber and physical layers of HEVs. Our
discussion of existing technologies and the application of
zero-trust principles to CP-HEVs has illuminated the unique
challenges of integrating ZTA in automotive systems. To ad-
dress these security challenges, we have proposed a Deep
Learning-based replay attack detection scheme for the bat-
tery management system of HEVs. Our approach leverages
advanced neural network architectures to estimate the battery
State of Charge with high accuracy (RMSE of 0.0002582),
while the IQR-based detection system achieves a 74.25% con-
tainment ratio with balanced sensitivity. The effectiveness of
this method in detecting stealth attacks has been demonstrated
through comprehensive simulation results and quantitative
metrics.

A. BROADER IMPACT AND SOCIETAL BENEFITS

The implications of this research extend far beyond technical
achievements, contributing significantly to the field of auto-
motive cybersecurity in several ways:
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® Enhanced Vehicle Safety: By protecting critical battery
management systems from cyber attacks, our approach
helps ensure the safe operation of HEVs, potentially
preventing accidents and protecting human lives.

® Environmental Sustainability: Securing HEV systems
encourages wider adoption of electric vehicles by ad-
dressing cybersecurity concerns, thereby contributing to
reduced carbon emissions and environmental protection.

® FEconomic Benefits: The proposed detection system can
help prevent costly damage to vehicle batteries and
reduce maintenance expenses, making HEVs more eco-
nomically viable for consumers.

e [nfrastructure Protection: Our work contributes to the
security of smart grid infrastructure by protecting
vehicle-to-grid interactions from potential cyber threats.

® Industry Standards: This research provides a framework
that can influence future automotive cybersecurity stan-
dards and best practices, particularly in the emerging
field of connected vehicles.

B. FUTURE DIRECTIONS
While our current work demonstrates promising results, sev-
eral important research directions remain to be explored:
® Development of a comprehensive zero-trust-empowered
attack detection system with detailed trust evaluation
schemes integrated into vehicle controls
® Investigation of lightweight implementations
resource-constrained automotive systems
e Extension of the framework to other critical vehicle sub-
systems
® Integration with emerging connected vehicle technolo-
gies and smart transportation infrastructure
As the automotive industry continues its transition toward
electrification and automation, the significance of robust cy-
bersecurity measures becomes increasingly critical. Our work
contributes to this essential evolution by providing both the-
oretical frameworks and practical solutions for securing the
next generation of vehicles. The proposed methods and in-
sights gained from this research can serve as building blocks
for developing more comprehensive automotive cybersecurity
solutions, ultimately contributing to safer, more sustainable,
and more secure transportation systems.
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